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VALUENOTATION ==
value(VALUE OBJECT IDENTIFIER)

SubclassOf ==
*SUBCLASS OF" Subclasses |

empty

Subclasses == Subclass | subc -
Subclasses
Subclass == value (OBJECT-CLASS)

MandatoryAttributes ==
*"MUST CONTAIN ("Attributes”})" | empty

OptionalAttributes ==
"MAY CONTAIN {"Attributes"}" | empty

Attributes == AttributeTerm | AttributeTerm "," Attributes
AttributeTerm = Attribute | AttributeSet

Attribute == value(ATTRIBUTE)

AttributeSet == value(ATTRIBUTE-SET)

END '
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ATTRIBUTE-SET-MACRO :=
BEGIN
TYPE NOTATION := "CONTAINS" {"Attributes”)" | empty
VALUE NOTATION := value(VALUE OBJECT IDENTIFIER)
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AttributeTerm | AttributeTerm "," Attributes

AttributeTerm == Attribute | AttributeSet
Attribute == value(ATTRIBUTE)
AttributeSet == value(ATTRIBUTE-SET)
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BEGIN a

TYPENOTATION == AttributeSyntax Multivalued | empty
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VALUENOTATION = value (VALUE OBJECT IDENTIFIER)

AttributeSyntax =
*WITH ATTRIBUTE-SYNTAX" SyntaxChoice
Multivalued = "SINGLE VALUE"
| "™MULTIVALUE" | empty
SyntaxChoice - u= value(ATTRIBUTE-SYNTAX)
Constraint | type MatchTypes
Constraint == "("ConstraintAlternative")" | empty
ConstraintAlternative == StringConstraint | IntegerConstraint
StringConstraint == "SIZE" "("SizeConstraint")"
SizeConstraint: == SingleValue | Range
SingleValue == value(INTEGER)
Range == value(INTEGER) ".." value
(INTEGER)
IntegerConstraint == Range
MatchTypes i == "MATCHES FOR" Matches | empty
Matches == Match Matches | Match
Match == "EQUALITY" | "SUBSTRINGS" |
"ORDERING"
END
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ATTRIBUTE-SYNTAX MACRO :=
BEGIN

TYPE NOTATION := Syntax
MatchTypes | empty

YALUE NOTATION :=
value (VALUE OBJECT IDENTIFIER)

Syntax = type

MatchTypes == "MATCHES FOR" Matches | empty
Matches == Match Matches | Match

Match == "EQUALITY" | "SUBSTRINGS" | "ORDERING"
END
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ObjectldentifierSyntax ==
ATTRIBUTE-SYNTAX
OBJECT IDENTIFIER
MATCHES FOR EQUALITY
- ASN.1 Laaill (5o p g gkl L9 Ciyae iy yail Lo (gbull ol 5ae G )
Dol LS Gaall puadl) okt sel g Ciya 2.5.6.9

DistinguishedNameSyntax ==
ATTRIBUTE-SYNTAX
DistinguishedName
MATCHES FOR EQUALITY
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UsefulDefinitions {joint-iso-ccitt ds(5) modules(1)
usefulDefinitions(0)}

DEFINITIONS :=
BEGIN

EXPORTS
module, serviceElement, applicationContext, attributeType, attributeSyntax, objectClass,
algorithm, abstractSyntax, attributeSet,

usefulDefinitions, informationFramework, directbryAbstractService,
directoryObjectidentifiers, algorithmObjectldentifiers, distributedOperations,
protocolObjectldentifiers, selectedAttributeTypes, selectedObjectClasses,

authenticationFramework, upperBounds,
dap,dsp

id-ac, id-ase, id-as, id-ot, id-pt;
ds OBJECT IDENTIFIER := {joint-iso-ccitt ds(5)}

-~ categories of information object --

module OBJECT IDENTIFIER := {ds 1}
serviceElement OBJECT IDENTIFIER z= {ds 2}
applicationContext OBJECT IDENTIFIER := {ds 3}
attributeType OBJECT IDENTIFIER := {ds 4)
attributeSyntax OBJECT IDENTIFIER := {ds 5)
objectClass - OBJECT IDENTIFIER := {ds 6}
attributeSet OBJECT IDENTIFIER := {ds 7}
algorithm OBJECT IDENTIFIER := {ds 8}
abstractSyntax OBJECT IDENTIFIER = {ds 9)
object ’ OBJECT IDENTIFIER := {ds 10}
port OBJECT IDENTIFIER := {ds 11}
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—- modules --

usefulDefinitions - OBJECT IDENTIFIER z= {module 0)

informationFramework OBJECT IDENTIFIER := {module 1)
directoryAbstractService OBJECT IDENTIFIER := {module 2)
distributedOperations OBJECT IDENTIFIER := {module 3)
protocolObjectidentifier OBJECT IDENTIFIER == {module 4)
selectedAttributeTypes OBJECT IDENTIFIER == {module 5)
selectedObjectClasses OBJECT IDENTIFIER := {module 6)
authenticationFramework - OBJECT IDENTIFIER := {module 7)
algorithmOb jectIdentifiers OBJECT IDENTIFIER == {module 8)
directoryObjectidentifiers OBJECT IDENTIFIER := {module 9}
upperBounds : OBJECT IDENTIFIER == {module 10}
dap OBJECT IDENTIFIER := {module 11)
dsp OBJECT IDENTIFIER == {module 12)
distributedDirectoryObjectIdentifiers OBJECT IDENTIFIER := {module 13)
-- synonyms --

id-ac OBJECT IDENTIFIER := applicationContext
id-ase OBJECT IDENTIFIER := serviceElement

id-as OBJECT IDENTIFIER := abstractSyntax
id-ot OBJECT IDENTIFIER := object
id-pt OBJECT IDENTIFIER := port
END
C &al“
(X501 Luasill)
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InformationFramework {joint-iso-ccitt ds(5) modules(1)
informationFramework(1)}

DEFINITIONS ==

BEGIN

EXPORTS
Attribute, AttributeType, AttributeValue, AttributeValueAssertion,
DistinguishedName, Name, RelativeDistinguishedName,
OBJECT-CLASS,ATTRIBUTE, ATTRIBUTE-SET,ATTRIBUTE-SYNTAX,
Top, Alias, ;
ObjectClass, AliasedObjectName,
ObjectldentifierSyntax, DistinguishedNameSyntax;

IMPORTS

selected AttributeTypes, selectedObjectClasses

FROM  UsefulDefinitions {joint-iso-ccitt ds(5) modules(l)
usefulDefinitions(0))

top
FROM SelectedObjectClasses selectedObjectClasses

objectldentifierSyntax, distinguishedNameSyntax, objectClass, alxasedObJectName
FROM SelectedAttributeTypes selectedAttnbuteTyp&s,
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-- attribute data types --
Attribute

AttributeType
AttributeValue
AttributeValueAssertion
-- naming data types --

z= SEQUENCE(

type AttributeType
values SET OF AttributeValue
—- at least one value is required --)

== OBIJECT IDENTIFIER
== ANY
== SEQUENCE (AttributeType, AttributeValue}

Name == CHOICE (-- only one possibility for now --
RDNSequence} ’
RDNSequence == SEQUENCE OF
RelativeDistinguishedName
DistinguishedName == RDNSequence
RelativeDistinguishedName == SET OF AttributeValueAssertion

-- macros --

OBJECT-CLASS MACRO
BEGIN

TYPENOTATION

YALUENOTATION

SubclassOf
Subclasses

Subclass
MandatoryAttributes
OptionalAttributes

Attributes
AttributeTerm

Attribute
AttributeSet

END

BT I T T )

oo

ATTRIBUTE-SET-MACRO ==

BEGIN

TYPE NOTATION
YALUE NOTATION
Attributes
AttributeTerm

Attribute
AttributeSet

END
ATTRIBUTE MACRO
BEGIN

TYPENOTATION
VALUENOTATION

AttributeSyntax
Multivalued
SyntaxChoice

LA IR e
[ | [

SubclassOf MandatoryAttributes
OptionalAttributes
value (VALUE OBJECT IDENTIFIER)

"SUBCLASS OF" Subclasses | empty
Subclass | Subclass *," Subclasses

value (OBJECT-CLASS)

"MUST CONTAIN {"Attributes")" | empty
"MAY CONTAIN ("Attributes"}" | empty

AttributeTerm | AttributeTerm ","
Attributes

Attribute | AttributeSet
value(ATTRIBUTE)
value(ATTRIBUTE-SET)

"CONTAINS" "{Attributes")" | empty
value(VALUEOBJECTIDENTIFIER)
AttributeTerm | AttributeTerm "," Attributes
Attribute | AttributeSet

value(ATTRIBUTE)
value(ATTRIBUTE-SET)

AttributeSyntax Multivalued | empty
value(VALUE OBJECT IDENTIFIER)

"WITH ATTRIBUTE-SYNTAX" SyntaxChoice
"SINGLE VALUE" | "MULTI VALUE" | empty

value(ATTRIBUTE-SYNTAX)
Constraint | type Match Types
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Constraint == "("CounstraintAlternative™)" | empty
ConstraintAlternative == StringConstraint | IntegerConstraint
StringConstraint == "SIZE" "("SizeConstraint")"
SizeConstraint == SingleValue | Range

SingleValue == value(INTEGER)

Range == value(INTEGER) ".." value(INTEGER)
IntegerConstraint = Range

MatchTypes := "MATCHES FOR" Matches | empty
Matches = Match Matches | Match

Match = "EQUALITY" | "SUBSTRINGS" | "ORDERING"
END

ATTRIBUTE-SYNTAX MACRO :=

BEGIN

TYPENOTATION = Syntax MatchTypes | empty

VALUENOTATION := value(VALUE OBJECT IDENTIFIER)

Syntax = type

MatchTypes = "MATCHES FOR "Matches | empty

Matches =  Match Matches | Match

Match = "EQUALITY" | "SUBSTRINGS" | "ORDERING"
END ‘

-- object classes —-

Top o= OBJECT-CLASS
MUST CONTAIN ({objectClass)
Alas o= OBJECT-CLASS

SUBCLASS OF top
MUST CONTAIN (aliasedObjectName}

-- attribute types —-

== ATTRIBUTE

WITH ATTRIBUTE-SYNTAX objectidentifierSyntax
AliasedObjectName == ATTRIBUTE
WITH ATTRIBUTE-SYNTAX distinguishedNameSyntax
SINGLE VALUE

ObjectClass

-- attribute syntaxes -~

ObjectidentifierSyntax ==
ATTRIBUTE-SYNTAX
OBJECT IDENTIFIER
MATCHES FOR EQUALITY

DistinguishedNameSyntax ==
ATTRIBUTE-SYNTAX
DistinguishedName
MATCHES FOR EQUALITY

END
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Certificate == SIGNED SEQUENCE({

version fO]Version DEFAULT 1988,
serialNumber SerialNumber,

signature Algorithmidentifier

issuer Name -

validity Validity,

subject Name,

subjectPublicKeyInfo SubjectPublicKeyInfo)

Version == INTEGER { 1988(0)}
SerialNumber z= INTEGER
Validity n=
SEQUENCE({
notBefore UTCTime,
notAfter UTCTime}
SubjectPublicKeyInfo :=
SEQUENCE(

algorithm Algorithmldentifier
subjectKey BIT STRING)

AlgorithmIdentifier =
SEQUENCE({
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parameters ANY DEFINED BY algorithm
OPTIONAL)
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UserCertificate == ATTRIBUTE :
WITH ATTRIBUTE-SYNTAX Certificate
CACertificate == ATTRIBUTE
WITH ATTRIBUTE-SYNTAX Certificate
CrossCertificatePair == ATTRIBUTE
WITH ATTRIBUTE-SYNTAX CertificatePair
CertificatePair =
SEQUENCE({

forward [o] Certificate OPTIONAL
reverse [1] Certificate OPTIONAL
-- at least one must be present --})
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ENCRYPTED MACRO

BEGIN

TYPE NOTATION == type (ToBeEnciphered) ‘
YALUE NOTATION .= value (VALUE BIT STRING;
END
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SIGNED MACRO
BEGIN

TYPE NOTATION == type (ToBeSigned)
VALUE NOTATION == value (VALUE

SEQUENCE({
ToBeSigned,
AlgorithmIdentifier,
-- of the algorithm used to compute
-- the signature
ENCRYPTED OCTET STRING
—- where the octet string is the result
-~ of the hashing of the value of
-- "ToBeSigned’ --)

END -- of SIGNED. )
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SIGNATURE MACRO :=
BEGIN :

TYPE NOTATION

type (OfSignature)

YALUE NOTATION = value (VALUE
SEQUENCE({
AlgorithmIdentifier,

-- of the algorithm used to compute

-- the signature

ENCRYPTED OCTET STRING

-~ where the octet string is a function (e.g. a
-- compressed or hashed version) of the

—- value *OfSignature’, which may include
-- the identifier of the algorithm used to

-- compute the signature --)

END -- of SIGNATURE. )
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AuthenticationFramework {joint-iso-ccitt ds(5) modules(1)
authenticationFramework(7))

DEFINITIONS ::=
BEGIN

EXPORTS Algorithmldentifier, AuthorityRevocationList, CACertificate, Certificate,
Certificates, CertificationPath, CertificateRevocationList, UserCertif icate,
CrossCertificatePair, UserPassword, ALGORITHM,

ENCRYPTED, PROTECTED, SIGNATURE, SIGNED;
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IMPORTS S -
informationFramework, selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-ccitt ds(5)modules(1)
usefulDefinitions(0)} :
Name, ATTRIBUTE,ATTRIBUTE-SYNTAX
FROM InformationFramework informationFramework

ub-user-passwordFROM Upper Bounds upperBounds;

-- types
Certificate = SIGNED SEQUENCE({ ,
version [0] Version DEFAULT 1988,
serialNumber SerialNumber,
signature AlgorithmIdentifier,
issuer : Name,
validity Validity,
subject Name,
subjectPublicKeyInfo " SubjectPublicKeyInfo}
Version := INTEGER { 1988(0)}
SerialNumber = INTEGER
Validity == SEQUENCE{
notBefore UTCTime
notAfter UTCTime}
SubjectPublicKeyInfo == SEQUENCE{
algorithm AlgorithmIdentifier
subjectPublicKey . BIT STRING)
AlgorithmIdentifier == SEQUENCE(
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL}
Certificates == SEQUENCE({
certificate Certificate,

) certificationPath ForwardCertificationPath OPTIONAL}
ForwardCertificationPath == SEQUENCE OF CrossCertificates
CertificationPath = SEQUENCE({

userCertificate Certificate,
theCACCertificates SEQUENCE OF CertificatePair

OPTIONAL)
CrossCertificates == SET OF Certificate ‘ :

CertificateList == SIGNED SEQUENCE({

signature Algorithmldentifier,

issuer Name,

lastUpdate UTCTime,

revokedCertificates SIGNEDSEQUENCE OF SEQUENCE({
signature AlgorithmIdentifier,
issuer Name,

userCertificate SerialNumber,
revocationDate UTCTime}

OPTIONAL}
CertificatePair = SEQUENCE(
forward [0] - Certificate OPTIONAL,
reverse [1] Certificate OPTIONAL

- -~ at least one of the pair must be present --}

--attribute types

UserCertificate == ATTRIBUTE
WITH ATI'RIBUTE-SYNTAXCgrtif icate
CACertificate == ATTRIBUTE

WITH ATTRIBUTE-SYNTAXCertificate
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CrossCertificatePair == ATTRIBUTE
WITH ATI'RIBUTE-SYNI‘AXCetﬁf icatePair

CertificateRevocationList == ATTRIBUTE :

WITH ATTRIBUTE-SYNTAXCertificateList
AuthorityRevocationList == ATTRIBUTE ‘

WITH ATTRIBUTE-SYNTAXCertificateList
UserPassword == ATTRIBUTE

WITH ATTRIBUTE-SYNTAX
OCTETSTRING(SIZE(0...ub-user-password))
MATCHES FOR EQUALITY

-- macros

ALGORITHM MACRO ==

BEGIN

TYPE NOTATION == "PARAMETER" type

VALUE NOTATION == value(VALUE OBJECT IDENTIFIER)

END -~ of ALGORITHM
ENCRYPTED MACRO o=

BEGIN
TYPE NOTATION == type (ToBeEnciphered)
VALUENOTATION == value (VALUE BIT STRING

-~ the value of the bit string is generated by

-- taking the octets which form the complete

-- encoding (using the ASN.1 Basic Encoding Rules)
-~ of the value of the ToBeEnciphered type and

-- applying an encipherment procedure to those octets—-

END

SIGNED MACRO ==

BEGIN

TYPE NOTATION == type (ToBeSigned)
VALUE NOTATION == value(VALUE

SEQUENCE({
ToBeSigned,
Algorithmldentifier, -- of the algorithm used to generate the signature
ENCRYPTED OCTET STRING
-- where the octet string is the result
-~ of the hashing of the value of
-- "ToBeSigned" --}

END -- of SIGNED

SIGNATURE MACRO o=
BEGIN
TYPE NOTATION == type (OfSignature)
VYALUE NOTATION o= value(VALUE
SEQUENCE({ _
AlgorithmIdentifier,
-- of the algorithm used to compute the signature
ENCRYPTED OCTET STRING

-~ where the octet string is a function (e.g. a compressed or hashed version)
-~ of the value "OfSignature”, which may include the identifier of the
-- algorithm used to compute the signature --)

)
END -- of SIGNATURE

PROTECTED MACRO == SIGNATURE
END -- of Authentication Framework Definitions
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. AlgorithmObjectldentifiers

AlgorithmObjectIdentifiers (joint-iso-ccitt ds(5) modules(1)
- algorithmObjectIdentifiers(8))

DEFINITIONS =

BEGIN

EXPORTS

encryptionAlgorithm, hashAlgorithm, signatureAlgorithm,

rsa,squareMod-n,sqMod-nWithRSA;
IMPORTS )

algorithm authenticationFramework

FROM UsefulDefinitions{joint-iso-ccitt ds(5)modules(1)
usefulDefinitions(0)})

ALGORITHM FROM AuthenticationFramework authenticationFramework;

-- categories of object identifier

encryptionAlgorithm OBJECT IDENTIFIER == {algorithm 1)

hashAlgorithm OBJECT IDENTIFIER == {algorithm 2}
signatureAlgorithm OBJECT IDENTIFIER o= {algorithm 3)
-- algorithms

rsa  ALGORITHM
PARAMETER XeySize
== {encryptionAlgorithm 1)

KeySize == INTEGER

sqMod-n ALGORITHM
PARAMETER BlockSize
== {hashAlgorithm 1)

BlockSize == INTEGER

sqMod-nWithRSA ALGORITHM
PARAMETER KeyAndBlockSize
== (signatureAlgorithm 1)

KeyAndBlockSize == INTEGER

END -- of Algorithm Object Identifier Definitions
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directory
OBJECT
PORTS { readPort [S],
searchPort [S],
modifyPort [S]}
== id-ot-directory
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OBJECT
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modifyPort [C])
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readPort
PORT
CONSUMER INVOKES {
Read, Compare, Abandon)
= id-pt-search
searchPort
PORT
CONSUMER INVOKES {
List, Search)
= id-pt-search
modifyPort
PORT
CONSUMER INVOKES {
AddEntry, RemoveEntry,
ModifyEntry, ModifyRDN}
= id-pt-modify '
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¢ OperationProgress @
. ContinuationReference (v
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CommonArguments =  SET {
: [30] ServiceControls DEFAULT ( },
[29] SecurityParameters DEFAULT { },
requestor [28] DistinguishedName
OPTIONAL,
[27] OperationProgress DEFAULT notStarted,
aliasedRDNs [26] INTEGER OPTIONAL,
extensions [25] SET OF EXTENSION OPTIONAL)

Extension = SET {
identifier [0] INTEGER,
critical [1] BOOLEAN DEFAULT FALSE,
item [2] ANY DEFINED BY identifier}
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CommonResults == SET {
[30] SecurityParameters  ~ OPTIONAL,
performer [29] DistinguishedName
OPTIONAL,
aliasDereferenced [28] ° BOOLEAN
" DEFAULT FALSE)
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Jasaas

ServiceControls o= SET (
options [0] BIT STRING (

preferChaining(0)
chainingProhibited (1),
localScope (2),
dontUseCopy (3),
dontDereferenceAliases(4))
DEFAULT {}, '

priority [1] INTEGER (
low (0),
medium (1),
high (2) } DEFAULT medium,
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timeLimit [2] INTEGER OPTIONAL,
sizeLimit [3] INTEGER OPTIONAL,

scopeOfReferral [4] INTEGER ({
dmd(0),

country(1)}
OPTIONAL )
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¢ Lasall (pa G Jai
Lalang byl | Aokl Lyga i yall pebiay latos Hl&&iuhdontDereferenceAliases Ja (—
T QUETORY P poew

16 Gl ¢ Aoy cnnad Wil oLy o Wl i ¥ : o dile GaShH a Gl ¢ TSR 030 i 13
¢ Jaan clabar Ui Piaull il 131 V) g po iy 3olaiondf o Laasl¥! 0y Siany 0 1 pacsn Lasa pladieal yly ¢ Libaall gul aa
(sl g e i 3l o Laaddl Ly 055 ¥
gasasll of Badlyy . Lasdll ol iuis timgas 3l chaall e i (Ll Tasusilly Lsandll) Tuplg¥i ol 2.2.5.7
ewuﬂcéuuluﬂb.Jm’wc@u7|u]!w&&wviyﬂlo‘wmiazi}@la&&y&yu@
5 aladl a3l ekl b el Jlasiad
el ye oSas ¥ 5K 13] La&llrm‘;,idjg.d&ngi;,iuyﬂl&,uﬂlS;llgsl,ﬂbwtimeLimit;,I 3.2.5.7
o Listdal oo Ul 3pla3 Ua by ia)y o ellin ol GF ras ellii TSl o 3n cadia 13y Uadh 1 5Lt 4l 30
- LSt it Lllie | HLEa1 2S5 sl ol « Search

On L fase 5] LS5 s 301 Bl o BT Cullal] Tadlna (b el Al Gyl a3 ¥ Sl 030 ) = Lol
ol a3l 0 oA calll] Fallae (i it 51 Sas DSA e5US !

s Al slegagdl Y suadl e Juy . Search yList culaall e hii sizeLimit jua 4.2.5.7
(Al $agll Ha pual 1y 3 A shals

Lasse ¢ LaS I3l gl Glalyie ! 5 Laa) ¢S5 of oSas Search 4 List gl ol o Unyia LG 35 LS 13 Leela)

- el pe AL Wdall SEH L oly . adll sa gyl

syl country 4f dmd Lasi (9SS Lascuni . DSA (iSy s &0 4 e scopeOfReferral Ju 5.2.5.7

- ] s A us,..,u;ll 3l (b Gaasasll DSA NSyl (e 0 ud JI a2l A O

. Search 4 List il unexplored Lulally ReferralError o ealbtl e elli Galalsy

lamaad of S . Lae sl 040G 0 S sizeLimit ytimeLimit ypriority ja oluS a3l Gaa ol 3.5.7
O B 3o oo g3 (39S OF s B (i aaly s o LS 0 T Lyl pn i s 10 0T Sma a3l |
ol sl
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ol claplea HLai 6.7

» el Lk 3 Jaal Gylld) claglall S Js EntryInformationSelection Lalas ) 1.6.7
EntryInformationSelection = SET {
attributeTypes
CHOICE {

allAttributes [0] NULL,
select [1]] SET OF AttributeType
-~ empty set implies no attributes
-- are requested --}

DEFAULT allAttributes NULL,

InfoTypes [2] INTEGER ({
attributeTypesOnly (0),
attributeTypesAndValues (1) }
DEFAULT attributeTypesAndValues }

£ 2.2.6.751.2.6.7 o 5aill b (g el 31 Siall oligSUl cabiad 2.6.7
:awlq&muevﬂlqﬂltw sasiattributeTypes LSt ) 1.2.6.7
alay ¥ Gl L LG 23lS 1306 ¢ 3G o Bgsa b WLl caill i s select HLall ,aal 13 (i
caill o thi o). eala cadll gl 13] a3 O e conds Galasll claglatl 1y . i (g
« Maaga SGELI cygaill (pa cunl (6 0 o 13] ¥ dluy) slay ¥T s noSuchAttribute Yliia pa
- Jaall cni paaa Gl Glls Loglaa Ol ¢ allAttributes jLall L5l 15 (o
Su-ia (S UKL o pa) SecurityError o . LuilS Jlaill Gada cul< 130 ¥ alas ¥ il claglas of JLiat
3
gl il s g B m S B U s 30 Ula 3 e iy (S i
LaadtS Laa (i) coaill Lasisy conill aais Lkl o Laglall =l€ 13] Lasé suaSinfoTypes TSt ) 2.2.6.7
(1.2.6.7 3,44l Llsf) attributeTypes LyStl eslS 13) coill bai g gladl Sasayll claglall el 13] o ¢ oLigllaa
CAYs @l e BSU a3a ol cand (gl cullay Y duas oo

Jaalleloglas 7.7
- Jade e Bliiie ilaglas LS5 S5 Entryinformation Lalall ! 1.7.7
EntryInformation := SEQUENCE {
DistinguishedName,
fromEntry BOOLEAN DEFAULT TRUE,
SET OF CHOICE {
AttributeType,
Attribute} OPTIONAL }
. lags (anaie ga Jasall DistinguishedName paadl 51 2.7.7
JSall e B o (cilia) Jaall e claglall Jle Jgeaall ¢35 33 OIS 13] Lasi (s fromEntry alall ) 3.7.7
‘ )
=5 O Sas Ya waly JSy ¢ e Liama¥ ! wie l.'w.a.g.; Attributes 4 AttributeTypes ic yana ol 4.7.7
. c-ll"f._ﬁ‘}az.u..u"i Saaly lii,.,i laaay
clat/ 8.7
21 BLaT pelias die i gL O] - sk ¥ a3 o b Gy 05 LEY Masa a3 Filter Ladaa o 1.8.7

- (ilia) TRUE Wa,uiis oIS ¢ 13) Ladiy — 130 9] Lae ya (0SS Y Lalakl aday . Jaakl cpas pany Lasia i
. 34aa yi o FALSE 4i TRUE Lkl 4 L lea 0o of San p LU o — Tiaste

Filter u= CHOICE {
item [0] FilterItem,
and [1] SET OF Filter,
or [2]1 SET OF Filter,
not [3] Filter }
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FilterItem = CHOICE {

equality [0] AttributeValueAssertion,
substrings [11 SEQUENCE {
type ~ AttributeType,

strings SEQUENCE OF CHOICE (
Initial  [0] AttributeValue,

any [1] AttributeValue,

final [2] AttributeValue}),
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,

approximateMatch [5] AttributeValueAssertion }

QOS5 ¢ dacas it e e Jua 5aaas 000 O o < (3.8.7 8,ail L) FilterTtem (5<s o L) g L pb! ) 2.8.7
o « Ciyae e FilterItem ga 5K o ¢ Cijpre jé plipll G ¥ o i 0 Lalaill @l 35t pludinls Lpdan pe 3850
Lol 00 Lasiad V] Lajae e LS patil yo Sue of Janeas sy ¢ L yas 5a¥ ) (3la3 ()
¢ Wile d Sladi FilterTtem S . 13) Laddg ¢ 13] Cilia g ¢ Lhaay (1
¢ bla daly aganll gl M 0o s Y Gl byl Gilua g« ydbe dipa (o
ilia GIS Huly y cidall Gja Gl c dagete poadil ya B Sl 13] 610 elld (o it — Liadle
ClLilia dageal) gadl bl sal GE GV LA s6d o (g
- bl GIS Huds 5 Gl ¢ dagete padil ja B 5K ol 13]G ¢ elld o gy — Liadte
- Libla gl g LA IS 18] Jaidy ¢ 13] Qilaa ogd « ¥ (s
(el J ALl b ona Jasil cuns sh o] Lash gf gy aseais pede b (FilterTtem) pLi A bay ) 3.8.7
C e jub gl phla o Gilia Jolis pel3ll 038 (e aaly S o L HLaa

. g.'ull wolall baill 498 Cijyaa AttributeType e g5ia FilterItem JS ) 1.3.8.7

il gf dasill =ilS 13]g ¢ lig,ae AttributeType 1 5K 131 ¥ lanas 550 Y 136K ciad Lasks 3lads ac e JS 2.3.8.7
i L 3 ¢ Myrae v e 92 2 rar 2 peoe
- el Gye Jaaill 138 Jaf Cpe Bosall eygaill s aelsdl dillas daugiud! AttributeValue(s)

- daaa yé FilterItem I i ddas ju2 gyl s3a cilS 15) - 1 daaste

. Saas yué OIS |ytes FilterItem J1 55< o .L)LJ.:QTQSA:;&LNI).‘IQJ eluwdll o) - 2 iaste
boil Ll sosall conill o ls syl Lialiall agdhall aelsd pulud u-lt.‘,.\if‘-oa;i‘_ﬁ'ali.la.:ll pelsll o) 3.3.8.7
13¢2 3o aelye Jae Jai o Letlaaion! (s ¥ Lana i alas uelyd Jab (e Baiaa yad a3 ae el e Bacli ) . il
. eaald

- daaa 5ué GeSs FilterItem JI ol Gbas jué bgydll i cilK 13) — daasts

Lasin ¥]y. (sDe13.3.8.7 52.3.8.7 pddll b e 34 L) wame 5 (45K of (S FilterItem 11 o) 4.3.8.7
: FilterItem I ac e (9Ss
- BuSH Laaill goleas cunill Tasd aangs (S 13] Ly ¢ 13] Qilua pe3lle < equality (]
Sasall Lueall ealiadl lgd 5las canill Lash aags <K 13] kg « 13] Qilum pe3lls « substrings (o
(L el Gl el (S Liayy Lgmadins G5h ST YT s Lae 5l Juadhaad | 0 - ol a3l
- kel 30 (AT pualing gl shuas pans (o lpudayy « canil] Lasd bl G Ygeaia (9S5 of
¢ lygase final 5K 13y canill Lasiinitial 3505 Leoall Laded| 56 ¢ lasase initial 5 1)
Oli Bagase Any cilS 13y conill Lasd (o 8,aY ) Lue pill Wnakeadl o 30T Lne 5l Ll L
¢ conill Lasd (ya e b aads JS po 30155 L
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i3l Laay,ylgis auall) geidl 3 OIS 3] daddy o 13] QSlie pe3kli o greaterOrEqual (¢

Al Laay,lss saall) el l i3l LS 153 iy ¢ 13] ulilia pe3 L lessOriEluL;ll (s

¢ conill Laad K Lgliva of sy laal | Lasill Jas
“ sl b lagnga candll 13a o oS 13] kg ¢ 13] il pelli < present  (aa
! Laddll e 345 cans Lk aang @S 13] by« 13] ilea pe3lli < approximateMatch (s
dags Y. (l_ﬁ‘,m.“ al.ii[,:.llj ‘ ﬁjﬁ?l ol il )u.n) Lilaa J.Im"y__,; Bl old Laylsa Laasys
S Bl Gildl) G 13] . Lwagill yualall aill 138 i &l Galgall Jal e Lald clpags
- aledllal o 3ilss GIS Jalay G caag FilterTtem 21 134 Gl ¢ Ga3e
LY o lalal/ 9.7
- delall alibae o Llae b Laliall G 334l cilise Juits b pSali SecurityParameters 11 o 1.9.7

30 clall 5« 3y Lalae Lo i i Letieg . ] iyl M aaishf Ga cladall adn yiudd — Liasde
P Olasall Olia GuSal g G o iy - ] Jk1 3 38ak1g a1

SecurityParameters = SET (
certification-path [0]
CertificationPath OPTIONAL,
name {11 DistinguishedName

OPTIONAL,
time [2] UTCTime OPTIONAL,
random [3] BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL
}
ProtectionRequest i= INTEGER {
none(0),

signed (1)}
0 5.2.9.7 J1.2.9.7 a clyaill 'n" L‘Jylm'l g.'dl bl aball o lSall 2.9.7

4l alaled g1l alis oa olaa) Uy ¢ Juu,kl 3aled (e il CertificationPath LSt 1.2.9.7
01 - Lol g Ll o kil o S 10 51 Sy« bl sl £ Gl g all s 3 g2l
Slea Lk a 5lidn ol (st haleatll 15T il ) - A Tail] o vl S (30 5apmgn cuySine Lalall a3
taal Ubew (il s 4] o S 13 Lkl 030 yng oyt ¥y U1 5t LyaSm 5153 (o oy . 33l
O« 3asmsa Lalell 4 55 ply sl €151 0 Fadlim Lo s €l b1y 13y bl Ll gt ) el
Uhian el el 5l anm] 8 pamn g 0 g 6 o Ll 1 Ll e iyl 4] ekl SIS ] Ry Acan

llaa

« Ladga Loa DUA oSy ol 13 e . Zauiill o ovall e 4] Sl ya A0Y Suall ¥l gamame Ji ) 2.2.9.7
. Lalaall e i je (g3 DSA JSll Saall pasd! 42 name I G

e YL Jantosy - Lalige paa Janieds Lasie « igill Ladlal gigill LB fo,6 ga time Il ) 3.2.9.7
Sl el RS a KW A gkl sanll

Lalaa pe JIELY0 Janiows gay . alla JI;YZJJ!JSJ.{I&.JEQQ?&Q 3ic ga random saall ) 4.2.9.7
- candy o Tall o Lol 0495 Lasie 3, S gl S 5a oKy (I Gyl
M&J*m:wmgx.,jygﬁuwi@y target ProtectionRequest Jia gl ol 5.2.9.7
(ngkwy)none:;,uﬁ.ou_,umm,.z_.-.ﬁmu,,_i_,:gs.,.ygﬂlz__.wlz_w.g&m_. Casi LIl
M%w@'#MM|QM|QJJQ! (&_._..dl‘,.L_s._._‘.:dlc.i‘,._-;,idg.dlg,..u.w._-dlgi)signedjl
cdalall landdl s ¢ Qpllall T yull a sial o Lgloa (19S5 O Sazy « Lol
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OPTIONALLY-SIGNED 10.7

OF oS « algll HLs &) e ¢ € 3l laaill pa OPTIONALLY-SIGNED laslall (ye laai elilin 1.10.7

L I ASUI Laliggs suma 50 o191 1an o) - galll Lpasss Lol
OPTIONALLY-SIGNED MACRO :=

BEGIN

TYPE NOTATION :=  type (Type)

VALUE NOTATION:z=  value (VALUE
CHOICE { Type, SIGNED Type})

END

X509 Luaasill b sne 32 closlaall Gisll JSAI S £yt GHISIGNED 4 SUI ) 2.10.7
Juady Juay slidee 8

O Jarie 2.8 9 1.8 cps il o v [ ii:,all « DirectoryUnbind jDirectoryBind ollaall )
- Jall 1 UGl (pm Bhne 5550 Ll iy s 0 DUA Syl o

Sl o Wkt 1.8
- Jalatl ) 3l 3 58 i._.l..x..‘!’.i‘Lu.m...‘ 3 DirectoryBind Gl ) 1.1.8
DirectoryBind = ABSTRACT-BIND
TO { readPort, searchPort, modifyPort }
BIND
ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
BIND-ERROR DirectoryBindError
DirectoryBindArgument o= SET {
credentials [0] Credentials OPTIONAL,
versions [11 Versions DEFAULT
v1988}
Credentials == CHOICE {
simple [01 SimpleCredentials,
strong 11 StrongCredentials,
externalProcedure [2] EXTERNAL }
SimpleCredentials = SEQUENCE {
pame [0] DistinguishedName,
validity [11 SET(

timel [0] UTCTime OPTIONAL,

Time2 [1] UTCTime OPTIONAL,

randoml [2] BIT STRING OPTIONAL,

random2 {[3] BIT STRING OPTIONAL } OPTIONAL,
-- in most instances the argument for

-- time and random are relevant in

-~ dialogues employing protected password

—- mechanisms and derive their meaning

-- as per bilateral agreements

password [2] OCTET STRING OPTIONAL }
-~ the value could be an unprotected
-- password or Protectedl or Protected2
-- as specified in Recommendation X.509.

StrongCredentials o= SET {
certification-path[0] CertificationPath
OPTIONAL,
bind-token  [1]  Token }
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Token == SIGNED SEQUENCE {(
algorithm [0] AlgorithmIdentifier,

name [11 DistinguishedName,
time [2] UTCTime,
random 31 BIT STRING }
Versions == BIT STRING {v1988(0)}
DirectoryBindResult = DirectoryBindArgument
DirectoryBindError o= SET {
versions [0] Versions DEFAULT v1988,
. CHOICE {
serviceError [l ServiceProblem
securityError 2] SecurityProblem

N

L2218 51.2.1.8 il b aall iall geaall Gibal ) 2.1.8

o) 038 9SS 01 (Sayy - Jasiuadl Lyga Lali] Gya Jalul! C;idDirectoryBind {aall Credentials ) 1.2.1.8
- laola 1 (X509 Luagll b gl 3 Ja) Fudae o Una sy

¢ o el Gy (g, LR JSids) g (¢ gadgall Saall ps¥l Lags ga9) pusl e il SimpleCredentials 1/ o) 1.1.2.1.8
Ol « X.509 Loayill (e 5 8,504l b (ppo 3 LaS e Lians padl LaK el 1Y) GLaY a Bosae Qg g elliy
SIS o s 48 gt alae] () o (Lybaal) Lee bl UYlly suudl Laky . p¥l yasts SimpleCredentials
Gt Gload Tlae sl g Bule] way Jaid peudl LK ijas p pudigas Lo GRSl (S (GLa¥] Gans ) Taadl suull K o
- Boilia Tylia Jae oSa (g5ad ¥ la gy - (eadl Tak) daall dona T oo Tl Sliumg ¢yl TulS] alal

ol Balisa alalgcd Cilas (yay SJQJC,“})L:.;J&A&,‘ Juay &l e StrongCredentials Gl 2.1.2.1.8
1,8 Tulens sy gl llall g e Spasl o Jalall (K 138 5] (X509 Loamill i B yall) oyt e
o] aased | Laailoddl Tppa Cisace o8 Laayylsdll O (ol LaS Janiud duagl L) gaa o) - puSall uSally
b sdall sanlly . B3P LAEY Lo Lol Toall e (ggins time Lalally . sl o Juusdl pual 2 mame ¢ laslall
-4, LS elaagdl aaS Jal e ] Jaaph! dasion (o Sayg ¢ dadlia T3 IS Jad o ifids o o ae sa

Lady slb! b Ja Y Jasicdl Gasadll Lashaasl LGN UYs ale ol ExternalProcedure Jaail 13 3.1.2.1.8
. Jalatl
laaiews DUA (S ol wS:‘g_‘JI Losdll yaguai liga L3 DirectoryBind iaal Versions Laall o) 2.2.1.8
. v1988(0) e daiill Jaadew JsSsiasll paill 18 Jal e . Lgud 3 Ltiall
gl LS s O o Jalall Bt Gagess g pebaill ) 3.2.1.8
O 325 Y (Sl i« Luagill s3a b cssa il 4 DirectoryBind daall juabic puea @
¢ slaeyl
22 (Versions 3is) DirectoryBind Laall e slecdl ol Jad (e Lalayl ol,Lall ) -
- e Gyas 335 Yy ¢ i Gapall
1.3.1.8 cpsiall b (g glael ) all Lol 55 il clalas 5 - panss daais Gl « Juasll Galla peas 13 3.1.8
. 23.18,
‘.)’SA..;?JJ.DSA J:SJHQ,AC*&J‘}QMIJSJDirectoryBind 41 Lail suilati Credentials ) 1.3.1.8
oudi 9 Ll S50 (J:J.\Jll..t_"ss‘,..zL,.o‘,jxg.'\ll) DSA JaSsll 458 a0 Il wslaglall DUA Sl w53 51 (e
- (CHOICE (4f) Jasicl| Jid (o ghaall St
Godiaws (s3I DUA JSll (13 (e Lpllall Losill e cpi DirectoryBind 4auiill Versions Zalall ol 2.3.1.8
- llad) DSA JSll Sai
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L 2.4.1.8 51.4.1.8 ol b iy 32 LS Juall i Und ey « Juaashl calle ki 13 4.1.8

. DSA JSgll 138 0 Ugalll yageaill oa Lo (o5 DirectoryBind Uasdl Versions daladl ) 1.4.1.8
Pl LS pad Ol s ServiceError 1 SecurltyError 2l 2.4.1.8
- securityError inappropriate Authentication
invalidCredentials
- serviceError unavailable.
St po Luasll e lgi] 2.8
- Jalall ) stasll 5 3a ifl.g.‘.g.iDirectoryUnbindi._er.\é.:“a 1.2.8
DirectoryUnbind == ABSTRACT-UNBIND
FROM ({readPort, searchPort, modifyPort }
- DirectoryUnbind g paa aayg ¥ 2.2.8
Jaludl 361,58 clules ' 9

2.9 51.9 g aall b Gl (Compare) G, Lkl (Read) LalSH Jae a5 il « 36158 Gulac aags
- ol e lgal B, @lilee (M ciaid 4339 58l g Uyallysasall - Abandon Lbee )

sl 1.9
w@iﬂl@@lmulusﬁ, Q'wmyuﬂdwwuhjuc'ﬁ.uu'glJmRC&dQM'u' 1.1.9
ululujg s o Jalall o< JUJIJuw(107aJadl)Lal)myu,Saul LJL....;IL‘.SNulu.IIc_\:.UI ,.\M‘s_u.l
. 4.?).\.\” cl\” ul
Read = ABSTRACT-OPERATION
ARGUMENT ReadArgument
RESULT ReadResult
ERRORS {

AttributeError, NameError,
ServiceError, Referral, Abandoned,
SecurityError }

ReadArgument := OPTIONALLY-SIGNED SET {
object [0] Name,
selection [1] Selection F13 EntryInformationSelection
DEFAULT ()

COMPONENTS OF CommonArguments }

ReadResult = OPTIONALLY-SIGNED SET {
entry [0] Entrylnformation,
COMPONENTS OF CommonResults }

L3219 1 1.2.1.9 e el il i gl glaall Sl gl paall Gifide o} 2.1.9

o ¥l Gl IS 13l - laglan a 3503 0 alp ol guitsll Jite Tash i g sudsll om o] 1219
(3 s Tdtall 13 Tasall alsh il 13] Y1) pmsm Sho el 55 o Lo 03 (50 ¢ 8 ylaisn e Laa]

(6.7 55l Hlasl) Jaall e Lalydial sl Al alesld) e Jiselection daa ) 2.2.1.9

M'Aaﬂhﬁlhﬂ'rbl%bﬁum(3 7&}“.”‘,‘54') CommonArguments caanul 3.2.1.9
- oluua L Cuas ¥ ¢ cusdac 13]y ¢ Llia sizeLimit GySU 5SS Y Llaall sda Jal ey

47 513,19 ol b anll all L Toill clalan o) - Jou 3 Lol (la s ] ol i 13] 3.1.9
(7.7 58l i) Ggtlall olaglall e gias Jaull Lo dabaa o) 1.3.1.9
Baaall cypaill e 5 paass HILYL 5 al 13y Sosall e Uad¥H ual e Glay Gl dauts Jf ol (s o 13 4.1.9

el oo lgad cpm Al gyl o) noSuchAttribute US.tis po AttributeError (e Gla Gl « sl (b alya
128,580 g saad g oA
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&,EL 2.9
M@WBMMHBJT@H(MZ@;HQL&)@BJ&AQJ.s:.i.‘iComparei_J.mL‘,! 1.2.9
she e bo Julall Sayg . Gl Jad e (10.7 5,880 HLil) c:"‘f'i;" ‘ L.JL_._:.",B‘ LS Llaall maa o). Gali g gidge

. ‘m._'" | éxbi ;._J.Ul
Compare := ABSTRACT-OPERATION
ARGUMENT CompareArgument
RESULT CompaljeResult
ERRORS {
AttributeError, NameError,

ServiceError, Referral, Abandoned,
SecurityError }

CompareArgument = OPTIONALLY-SIGNED
SET {
object [01 Name,
purported [1] AttributeValueAssertion,
COMPONENTS OF CommonArguments }

CompareResult u= OPTIONALLY-SIGNED
SET ( '
DistinguishedName OPTIONAL,
matched [01 BOOLEAN,
from Entry [1] BOOLEAN DEFAULT TRUE,
COMPONENTS OF CommonResults }

£3.2.2.9 JJ1 1.2.2.9 po oGl i ] cunbee 3l Lall gaall Cilial o) 2.2.9

23 b ¢ By latana ¢ Lol Sany s 3050 130 Saaall g5 dall ¢ guiishl Jato pual o2 p guigh) Loa () 1.2.2.9
(el o e Lawlil) 5ol ¥ @IS 3] V) L] ase S 5 5 Lo

- Jaat] I Bl Ll pen 3 e ol 3 Tailly canill fans Gya Cipal BLaGEL Taall o 2.2.2.9

oin Jab ipe . ullall Lo Gkl TG Loadll 5elyf 90a3 (3.7 5,88l ,lif) CommonArguments () 3.2.2.9
+lplan conny ¥ Gla cubae oa 13]y ¢ Lanlio size Limit GuSl 65 Y Dalaall

b Lo (plaad! il Tasill nlalad o4y - o Ll (ol (S Tyl culema 13] () llall 37 13) 3.2.9
4.7 5,88133.3.2.9 J11.3.2.9 G @l yadll

lib g pagall saall and ! Pagg ¢ slaine pnd panye dans ol 13] lagage 59 DistinguishedName ) 1.3.2.9
@igsd 48 padll @i 3] TRUE ol Lalall sa 3Ty L,ll il e g 95a3 matched dail dalaa ) 2.3.2.9
0L FALSE Lbla (5 13]y ¢ Jaall po i g48 13 0S5 ailaglall li « TRUE Wil fromEntry ;K 13 3.3.2.9

- B g (08 3B o laplall e Lo

o Lisne 8 L1 ) Lesd 5L il dagpl) ) syl o UnaY ) sl ) 5L ila o llall Sy o 13 4.2.9
12 553l
A3 3.9

Aol Lige Jasioall sny o 15] Abandon 1asll dalae Taluuss e (13301 (S Solall U e s e ) 1.3.9

Abandon == ABSTRACT-OPERATION
ARGUMENT AbandonArgument
RESULT AbandonResult
ERRORS {AbandonFailed)

AbandonArgument :=" SEQUENCE {
InvokeID [0] InvokeID}

AbandonResult <= NULL
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oud oA invokelD L3 ) . Lgugulga_..\gg:.ll Lilaall o8 iyas  InvokelD « aangiaa ) 2.3.9
. Lg_'\gg.l;‘dlgi._@gsl‘l@Mlilatngim&ulé‘dlinvokelD

.Abandon Uai ae 55 5 (S ¥ Lala¥ | Llaall ) olaglal Lala S5 ol 1y 6 Lo J 5 eoallall 537 13) 3.3.9
- 312 5,8l g e Wedll 1ia ). AbandonFailed Uaall e Glas Gl Qllall ol ol 13 4.3.9

. Search yList yCompare yRead i Uclull ollee e ¥] Gabais ¥ il o) 53.9

Sy o Ll sse of Lulasdl Juulew 33 DSA Sl IS 136 ¢ Llaa Lilae e (iS5 S0 DSA 5USy ) 6.3.9

pois Bsiey Llaall Ge J25l aue HE2 o GSas DSA Sy o] - Llaall e olass & pgie callas 0 (Sas il « 53,31 DSA
. AbabdonFailed thall Jlu,b

Julalt b sadl clibee 10
. 2.10J1.10C&:ﬂlgig:tﬁﬂl.,omﬂ Laayc Search gList: &adl oLEE hdae dllia
List a5lyill slsef 1.10

s b Ll s Diggll ciysia Jaal Gyt bl (s ll) L L ity b w31l shie] ibae s 1.1.10
Il 3 ¢y (107 55l Jlsl) wiss of ¢ Lylial o Dalaall gaad (Sagy . oS pad Baladl LS (4S5 o (Sas ¥ Ll
Tl gy o el e o G Jolall (Sasg

List == ABSTRACT-OPERATION
ARGUMENT ListArgument
RESULT ListResult
ERRORS (

NameError
ServiceError, Referral, Abandoned,
SecurityError }

List Argument = OPTIONALLY-SIGNED SET {
object [0] Name,
COMPONENTS OF CommonArguments }
ListResult = OPTIONALLY-SIGNED
CHOICE {

listInfo SET (

DistinguishedName OPTIONAL,

subordinates [1] SET OF SEQUENCE {
RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE
fromEntry [I] BOOLEAN DEFAULT TRUE]},

partialOutcomeQualifier {2]
PartialOutcomeQualifier = OPTIONAL
COMPONENTS OF CommonResults },
uncorrelatedListInfo [0] SET OF
ListResult }

PartialOutcomeQualifier =  SET {
limitProblem [0] LimitProblem
OPTIONAL,

unexplored 1 SET OF
ContinuationReference OPTIONAL,
unavailableCriticalExtensions [2] BOOLEAN DEFAULT FALSE )

LimitProblem = INTEGER {
timeLimitExceeded (0),
sizeLimitExceeded (1),
administrativeLimitExceeded (2) }

3.7 512,110 piall b Ll shaall sl () Gball aall 5 2.1.10
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Bl L0 slae] sy U1 (Hdadl Lo ¢ Yiadal, S) g skl Jise Lugh Cija p guaghl Laa )l 1.2.1.10
BRI IRCMENTR ) FEQUIPEI L P DOW: [PV SN T DY SIPL- U [ DUW [ VS KPP R RPN PRPO: T H P AT RARRTIIN Y
- (elld oo piad Lnulil

Of - oo pd ol (el L] (it Laal laplne elllin e g o GISL cpna g gudshl K 13) sals allall ) 3.1.10
- 4.75,58134.3.1.10 (M1 1.3.1.10 G w58l b o) Gadl Lol ail) olalas

godsall saall acs¥l fias g2y . aaye o ,laiuldl pud | gty 3] sl ;ysSs DistinguishedName ) 1.3.1.10
O Y

- ekl JAgall G il ¥l ¢ LaEY ) sie ( dlaill olaglall Jiss Subordinates (go¥f dalall ) 2.3.1.10
e (s esn Y S‘,l.a:\msl.u‘lga?;N&_.UIJ.;L\ll o

- (aseldl) S awl 52 RelativeDistinguishedName ;] 1.2.3.1.10

Jall e s 0 T (TRUE) Jaall a3 2T claglall @3 13) La gl fromEntry Lalall ) 2.2.3.1.10
. (FALSE)

- (FALSE) ¥ 4i (TRUE) ,laiuus pual 33 Jiso s So¥1 Jaull 5 15) L casaliasEntry Lalall ) 3.2.3.1.10
11.3.3.1.10 e ol ,-5all g Hisre Lae b olipSe 3G o afGs PartialOutcomeQualifier ) 3.3.1.10
A e LGl el LK 5ugage dalakf s1a ;65 3.3.3.1.10

Ol - aaslad (s w3 Typla¥l gaall wal gf gaall sl o Ugll cilS 13) b s LimitProblem Lalall ) 1.3.3.1.10
' < all ¢ ohs sie §juutio ilS Al b o8 Bolad) Ll 2 sl
oS3 Lslaslas 1y DIT 3 ol 3-dabie o GLasi! pis ol 13] Bagange (sSSunexplored Llall ;] 2.3.3.1.10
Legasa (o Lalall sda GG . olld Jads o HEAN13] (oA 30 Ll pa JLaSYL ellyg Lis t Lbaall Laala 50 DUA S
Ol M‘)SA:I?-I-HL&H‘] g 3dye pasl (5o lgin Baaly Sl ContinuationReferences (e (s Lais¥ | wie LA (46<5)
O - e Lidllad) Liaui s o ullall (s 33 Ll degana (pay OperationProgress o Luss Lasd e o « Go Glaii
- laal! LA&SJ&!G»QJQ,S:QT% salall ContinuationReferences

Ola g sae 5 Laga b o LA..\‘,%,JL;Q.L (adunavailableCriticalExtentions dalall ;) 3.3.3.1.10
) e e e (b dalie cacd Do

Ol pSasuncorrelatedListInfo Lalall i« Signed ;o Lilaall Lk Gl 33 DUA JSll 06<s Laie 4.3.1.10
O DSA LSy (T elllin S ol 13] . Jalsll b€ Bae Jad e Ladiglly /00 LY Laniil) clalas (o oo s Bae (el
. saliall GaBia e GMI@MI@IC%QTDUAQSJI&&GQ‘Gstﬂla.gqelaexo‘lﬁmuewl
Gijyre LolyaYl < WY I lad 5l Sl dagyud] ) L ygill e Uad¥) aa M) 5L Gli ¢ Qllall jala of 13) 4.1.10
128,80 b

&aad/ 2.10

slanll elagladl 3ale) o Coaall Jalall (e DIT 3yl (5o pud gné_c.;..ll g i Search Llaall ) 1.2.10
o s el (g o lUall 3 cp0 (10.7 8,800 Lil) 035 o ¢ Lobaal ¢ S Daleall 03s o &) - JATull 532 (e Laalill
| Tl i o ol e
Search == ABSTRACT-OPERATION
ARGUMENT SearchArgument
RESULT  SearchResult
ERRORS {
AttributeError, NameError,

ServiceError, Referral, Abandoned,
SecurityError }

SearchArgument := OPTIONALLY-SIGNED
SET {
baseObject [0] Name,
subset [1] INTEGER {
baseObject (0),
oneLevel(1),
wholeSubtree(2)} DEFAULT baseObject,
filter [2] Filter DEFAULT and ().
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searchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntryInformationSelection DEFAULT {)
COMPONENTS OF CommonArguments )}

SearchResult == OPTIONALLY-SIGNED

CHOICE {

searchInfo SET {

DistinguishedName OPTIONAL,

entries [0] SET OF EntryInformation,

partialOutcomeQualifier

[2]PartialOutcomeQualifier OPTIONAL,

COMPONENTS OF CommonResults },
uncorrelatedSearchInfo [0] SET OF

SearchResult }

$3.755.2.2.10 5,815 3.2.2.10 (] 1.2.2.10 e wlyiil] b L aall Gall gl gaall il o) 2.2.10
&gl cyal o dda o A1 (Hdall e LsSEV) sic ) g pukshl g cipai baseObject daall 5 1.2.2.10
PGS o cams tagad! i 3] Lasi pS subset daall o] 2.2.2.10

¢ laii baseObject (e (7

£ (Baaly Lges) bald peuli | g gudigall Gyl paslill (e (o

(Lol Lyl B patll) waslss paan oy ala¥l g il (e (g

¥ olaslall o) - oluall (i Jais ¥ 3 G2l o dygadl Jloe 3 palisl] i s filter Laall ) 3.2.2.10
(87 8501 1) £ Lol g s 311 JATall s Y] Juw s

¥ e o da it ol ol gl (8 waaad JYA aase (99 (A8 O s Bl s lan¥ ) 4.2.2.10
Qs D o QSA:;WLMVI godsll g o e 8Ll s La¥l ) . dontDereferenceAliasesServiceControl
slaw¥l (li « Lilia o2 searchAliases Lalall wilS 13]y. searchAliases Lalall ol 5 bayd &saall e U357 pa e
Lalall cilS 3]y © pase (99 (B35 OF o Sslatiadl e Lol L - Glala <l I3)y 0 aaye (o8 (25 5,05l

colaieue pals cpadl g gud gall Dae 5l 3 5ol gﬂ)ﬁ?\-ﬁﬂf&b&-\‘l Ol Wila searchAliases

(6.7 8,8l Hkl) Lolhll Jaull olaslas oo L cpsselection daall ] 5.2.2.10
0S5 ol T Ly ol llin S ey ¢ ISU same punl¥l g puigll SIS 13]G M1 i Il ) 3.2.10
Eadi 36 ), Balho 559 00all 555 ¥ daly Jaus e Galaa (pudipe pud) Sam Lol G I3 (e pits ~ Liadle
- S cypail] o saly T
3.7 5,580 449 4.3.2.10 ] 1.3.2.10 o el i aaadl all lg) Tnill labaa o)

el HY'J:LQJAJ ¢ e G Bylaseal ) s e aaf G 13] Iyala (S DistinguishedName 1.3.2.10

5 aall a3l) ¢ Lol e sl (ST g sis ) Jite IS (yo 1Y) Lugllall culaplall Jis entries Lalall o) 2.3.2.10
(5.7

.4.3.1.10 3 jaall o LA slae] Llasl (pahgemgn (pae 5i (A319Sa (5o il PartialOutcom ciwalgll o) 3.3.2.10

5,4l i uncorrelatedListInfo Jal e Lgslas ayy 3! o2 uncorrelatedSearchInfo Lalall ! 4.3.2.10
.4.3.1.10

Basaa Lo, ¥ ] (b 5L Al dmgpetd) o) . Zuagpgill e Una¥ T aaf ] 5L Gl Qullall e o 13 4.2.10
128l
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Jadudt Jasas oliles 11

23« ModifyRDN yModifyEntry yRemoveEntry , Ad.dEntry s dalall fasadl e lilae @JT it
.4.11 UJ! 1.11 wg|ﬁd|gn;@ﬂbbﬁa

e ! Unliggs Cisgl! = Jaall Lga Cijas 5ua ) Slilaall 838 Gyo Saaly JS of — 1 Liadle

Saelill golll il 33 ModifyRDN yRemoveEntry y AddEntry sblaall ¢ las ] - 2 dhadls
. X.518 Luaygill JLil . affectsMultipleDS A dilly UpdateError dalus Jidll te Glagy . Jalall 4 DIB

Add Entry 1.11

c_?.-;b" DlT;.).A"':“HUJ! (JMH'J?C\,—&&‘,‘&M) ﬁ»d&nau!gj.\,ﬁAddEntryi}lugl 1.1.11
- alllall i ¢5a (10.7 5801 i) o5 o bylaal (Sas Dolaal!

AddEntry = ABSTRACT-OPERATION
ARGUMENT AddEntryArgument
RESULT AddEntryResult
ERRORS {

AttributeError, NameError,
ServiceError, Referral, SecurityError,
UpdateError }

AddEntryArgument := OPTIONALLY-SIGNED
SET {
object [0} DistinguishedName,
entry m SET OF Attribute,

COMPONENTS OF CommonArguments }
AddEntryRcsult == NULL

F3.2.111 12,111 o olyiall i Blaall glall gaall GiBAL 2,111

S lasage 0 O (s @l Sl (Y1 o). Gila) il 311 Jaull Lga G a3 Object Laall o) 1.2.1.11
+ (a3l iy (g JAll (M) 4ga3 (311) RDN &S ST commens €esad (S dilaall puas

Ak @M Lasll RDN (4o 832Ul Laglatl il ‘?_‘.Il caill alaglas e 333 Entry Laall ) 2.2.1.11
Lol e LY 0ud oo L_;Jlld&..\llwsf Loiey . Jalal dasdadst (Gilas Jaub! Jaay o Glé e Las Jalulf ol . a5lass)
cpdladass ) sudi aliasedObjectName caaill ;) (o oSG 38a5 4a3 (g0 ¥ Gli ¢ |ylateus

sia Jad ey MIAWHIL.&’J‘L’?LL’AM(3.7 s,aal laif) IS5kl gaall o) 3.2.1.11
Lagd Coeuna ¥ GDLE,_)L_:I“; GIS 13ls« U¥o (290 Lt sizeLimit Ly<liydontDereferenceAlias Lall ;L « Lulasl
- Glaalloda b aase ed G0 ¥ 5 il s LW ) el e Sk . Gliua

- laglan L i ¥ il gy Lo olade Qlll L3713 3111

Lipna 0 Lol 31w Lad¥ ] e L oo 301 Lyl Ol gl o U sal e olas o Gl Skl 1] 41111
L1258l g

Remove Entry 2.11

Ol DIT 3 5l e (laieua H‘Jit\,—s‘:\,ﬂ Jade) Ly Jasae g I5ul 4 i RemoveEntry Glee ) 1.2.11
Ll i n (10.7 5201 1) s o Ll S Lbeall gena
RemoveEntry ::= ABSTRACT-OPERATION
ARGUMENT RemoveEntryArgument
RESULT RemoveEntryResult
ERRORS {
NameError,

ServiceError, Referral, SecurityError,
UpdateError)
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RemoveEntryArgument := OPTIONALLY-SIGNED SET {
object [0] DistinguishedName,
COMPONENTS OF CommonArguments }

RemoveEntryResult == NULL
02.2.2.11 41.2.2.11 p5 8l & @ haall Jall paall GaBRAL
C g0 (8 (S5 O peedl 8okl e lana¥T ) - ddia ol 31 JAakl Gga a3 Object daall o)

s3a ol o - catlall e Balais il ol 5l Tiualpe s (3.7 851 lasl) Kbl gaall

2.2.11

1.2.2.11

2.2.2.11

Lagd Growans ¥ Gla o Lond Laa 13]y ¢ UY0 Lagd Lt sizeLimit Sty dontDereferenceAlias ;Liall ;] « Lalaall
.E:J..ajlahg.'ac_-?fw.xIJ,iQ,S:YSJu;LJI;LLwVI‘;!.&JLu.;

- olaglas L Ji5 ¥ @il gly ¢ ouis alad Gl a3 13) 3.2.11
Lipro b Laloifl e Uad¥1 e Lsd Glas Al dag el 5l Lyl s Uad¥1 a1 Lt o L 5l 13) 4.2.11
1258
Modify Entry 311
t it b WY edbaail] o sl o gl aly e Gl Wakis JLaa] b wais ModifyEntry Lubae ) 1.3.11
HEEQUELE DY) i
HECT SR KT <
HELE ¥ ‘s_n.'i Z.BL.&! (C
Y ‘u_& ada ( K}
foaiaad e Labawyl (2
- oladiue pusl Jauas (s
(10.7 8538l Llail) Qllall lpaisn o GyLiad (Sas Dlaall gaa o)
ModifyEntry == ABSTRACT-OPERATION
ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult
ERRORS {
AttributeError, NameError,
ServiceError, Referral, SecurityError,
UpdateError }
ModifyEntryArgument ;= OPTIONALLY-SIGNED SET {
object [0] DistinguishedName,
changes (1] SEQUENCE OF EntryModification,
COMPONENTS OF CommonArguments }
ModifyEntryResult == NULL
EntryModification := CHOICE {
addAttribute [0] Attribute,
removeAttribute [1] AttributeType,
addValues [2] Attribute,
removeValues [3] Attribute )
£ 223115 1.2.3.11 oidl) i o) chaall sall gaall Cibiad 2.3.11
s 5laiaun sl (7 190 Oy - e9panill e Jad 57 s g3l1 JAull Gpa i3 object Laall o) 1.2.3.11
- g (o peeld
s edlpuaill waf Yot Ula iy ¢ saadl oo il Taball ebuaill e Lils Giyasi changes daall ) 2.2.3.11

Lol Ll ] . il Tl i Talaall 5]« (58T 85l - Doaall i Lyl OIS 31 ULl i Jaoll o3y . Lk
el ga s 5 = Bl a g yymad 5 s — SRV 6 e+ Judall Tk a3 3,23 ¥ ams cdbeaill s
F 0SS OF OSas eduaill ¥ LYl () . ells Jais L] EntryModification
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SOl Jasa fl Gilias 0 o < Taall Lol siae wara i Lya Ciyea ¢ AddAttribute (i
. AttributeError PLE 839y Bawu caad LLaY dylas

UIJ‘JU\,&;JS\,.@@dh&(%)m@@ldﬂ:RemoveAttribute (v
. AttributeError (@Gaul 5y ysage yé ciad
< RDN p¥l ob lasange canill fass IS 13] ellis ranas ¥ — Liadlo

oA Rl aihs add Bue o Lasd saagy « daall b canill laad 3ig i Ly ijas s AddValues (¢
. mgc.cm.:&,ulgjs.‘\m.a.,mug Yylas JSy . canall

. Lg_.sl‘,ilgaéﬁgﬁihcjlﬁ&uaiﬁeaﬂgiwlM@Jm@dﬁ:RemoveValues (s
@laa 3]y . AttributeError ;s Laill ol Mlg.is.{,_"s\,a‘);né paill IS 3]y . waill e
- omadll b Und Sy Gl g gudsll Bd cani Jaaadl Yylaa
- RDN pua¥| cb 5agansn palll (gua) cilS 13] ellis oy ¥ — diarlo

. ModifyEntry Eh[,i,hc"r&removeValuesJ addValues (o LS lghlas) (Sas aiill )

Jali e ﬂ_,_u:nu_lgé__.u:q_-dlL.ml,..[,imb‘u_ug,:a:(3.7;,aul)ml) Endl) gaall 5l 3.2.3.11
OhaaGa M (pesdie LS 13y ¢ raulin Lk sizeLimit 3yStydontDereferenceAlias jLall o) Llaall sia wlala
- Glaalloda b I el 5 ¥ 5, bl el 5 Glasalls

- laslae oF JiG ¥ il gl Ha i alas Gllall 537 13 3.3.11

o Lo Lulyifl e Uad¥l (e Lgad oo (Sl gl ) - Lyl e ad¥1 aal e Glaa ¢ llall (3447 13 4.3.11
125,34l

Modify RDN 4.11

o (o] ! ] ¢ gud o) J2sa) gy Jasl il spall ) Jaiss b i ModifyRDN dalae o 1.4.11
Ul Jh e (10.7 558801 Hsl) i o GyLial S Dibaall waa o) . DIT 8l

ModifyRDN := ABSTRACT-OPERATION
ARGUMENT ModifyRDNArgument
RESULT Modif yRDNResult
ERRORS {

NameError,
ServiceError, Referral, SecurityError,
UpdateError }

ModifyRDNArgument := OPTIONALLY-SIGNED SET {
object [01 DistinguishedName,
newRDN [1]  RelativeDistinguishedName,

deleteOIdRDN [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments }

ModifyRDNResult == NULL

.5.2.4.1101!1.2.4;11¢,Ao|,mlgsuﬂoum1m9;m‘-,g 2.4.11

(._....Yl‘ris‘,la:._u.lI;Luﬂlc,!. HIMIWIJ@Q?@%Q;MIMI@J}: Object 4aall 1.2.4.11
. JAsll RDN J wuall f...dl..\.hi newRDN Lall ) 2.2.4.11

LaiiS f paaill RDN aal | e ¢ 32 dian) Jaall b ans Basage 5aé wtall RDN acdll caaill L i€ 13) 3.2.4.11
- Und ey i ¢ Lgaalia] HISYL S al 13]y . LS L3l (30ae ad

HYI‘S’JS.U__;\,II‘,EARDN rf-\mr-“')uw’h‘ic-_ﬂ-‘.hbp' Leges90 DeleteOIdRDN fbdl“,ls L‘;! 4.2.4.11
‘u..'flc,a L)._-.MY)MI@uﬁgiﬂwlﬁmbﬁu‘&,&ngMI lia K IJL,. 8123 RDN waall
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Oy - alball U.lc".da.u‘!ru” Losall yalgl Livalgs pauasi (3.7 5,adll ,kil) CommonArguments JI ) 5.2.4.11
nnn ¥ Gl Ladd 130y ¢ (pawulia yaé sizeLimit {ySllgdontDereferenceAlias jlall 506 Glaall sis clala Jai

- gae s Lalaall 03 14T (ST ¥ 5y laieadl e Lassdl 1 0] - Gl Lag!
- olaglae L s ¥ 13T oly ia Tais Ja i ¢ llall a3 13 3.4.11
1285880 b Tia o LY b s 31 dag et ] Buaygill o Uad¥1 aa e Glas 6l « allall 3aaT 1) 4.4.11

gy e e 9] lgaladionl oKas ¥ ¢ Luaagill adn i Busas o8 LS« Lalaall oa o 5.4.11

s LAY/ 12
thall Gylyl 1.12

mu)lcﬂga.mdnawullg.muum‘idlwlmhuﬂulmd.‘h“eLuY 1.1.12

e llall il S5 ellin (0 Laie iy ¢ (S ChutaSU Jy¥1 Uil o Sue @l oi (ya i — 1 Liadlo
- Gilide (o515 b pgie il Sy DA e3¢ 3 pte e Zadlal ali giaie 35 s ¥ Y

lla . cana o Jalall Jsd (e Lasill 5l | asdll e ¥ Gabais ¥ L’mi.’mlli._._,!\,‘!ls.ml.i;,l—Z dasls
ol cpas Julull Ll Lol 3555 Lesie Gakas daBas aclyd
Ligla¥1 (asSay - e E 30T s (o3l Undll s Ta¥l TS L6 .;_\L,,;,ig.a‘u:,;i Bae Julall i 13) 2.1.12
-l g e 18] fdasd ¢ ! (@ Uadll e (T Uadll

| NameError (7

UpdateError (<

AttributeError (z

SecurityError (s

. ServiceError (=
LAY LAY o gl g3 sam Y 3.112

¢ Uil Jeansd of LSLST 4 OS2 ¥ (Abandon) sualy Lilasy ala Uaill ¥ < AbandonFailed (1
@ - Ui GLaxI 57 Abandon Llae Yol G b g5a 13 e flu ¥ iba . Abandoned (o
Al g.la.ﬂl Uil e (Hle¥) aa < tooLate USiia Lle Jus AbandonFailed Uad Jiis Ulatl s3a
fdale jgiall o3
22 DUA LSl o Gt i Julatl 5 e Jaa Jus S0 "Liuda” Ui yud 94 s3ll « Referral (z
- oA 3l Ao M) dalle ads
Abandoned 2.12

¢ Uplia ¢ Say ¢ Beld ol) dalall b ST g s Dalae JSUaT Ge Gl [l o oSa g oA 138 ) 1.2.12
. wuulill InvokelD as Abandon &Llac DUA JSsll (g0l 13] (LailE ulsel

Abandoned := ABSTRACT-ERROR -- not literally an "error”
Uadll i Gabeal dales uag Y 2.2.12
Abandon Failed 3.12

. 3.31.:5,;91&1!!U\,l:.asLﬁ'lojd\,mI.lS...tuuind.\,AbandonFailed Uadll ) 1.3.12
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AbandonFailed z= ABSTRACT-ERROR
PARAMETER SET {
problem [0] AbandonProblem,
operation [1] InvokeID}

AbandonProblem = INTEGER
noSuchOperation (1),
tooLate (2),
cannotAbandon (3) }

L2.23.12, 1.23.12 o581 i ghaall el L olabadl Gikide o)
L] Ut o (S LY ST Gy 41 ] - Baaane halias 311 USELI )

eIl 13a Juans ol aY) Lgie Aol Qalladf Ludaally ale Julull (3G ¥ Losic « noSuchOperation (i
¢ Llaall e dad gy a6 G 4 Gasw 38 Ll 6 Losic tooLate (o
M)+ Lgie (AT p gian Lilae (e ARG U glas cilian 4 (9SS Lodie « cannotAbandon (z
. (Gfiasoiq\.lglzdlby\,i « (modify
e a3l Coplalf (+15) Lalall Taalt Dpa le il
Attribute Error;

c s U, uJ! s AttributeError Q!

AttributeError z= ABSTRACT-ERROR
PARAMETER SET {
object [0] Name,
problems [1] SET OF SEQUENCE (
problem  [0] AttributeProblem,

type [1] AttributeType,
value [2] AttributeValue
OPTIONAL }}

AttributeProblem := INTEGER {
noSuchAttributeOrValue (1),
InvalidAttributeSyntax (2),
undefinedAttributeType (3),
InappropriateMatching (4),
constraintViolation (5)
attributeOrValueAlreadyExists (6) }

£2.2.4.12 3 1.2.4.12 g5l b L slaall il o Laladl aBad of

Uil Jaan Losie Dalaal] e alai el (alf Jaull uga iyaiObject Zalall o)

ey e caill b e TIYs gl 5 (s ol Lymyp Lapaa) US ia Sy - ue i Buialy USLEen s1a3 5 (S
UL Canen g il Las Lgil3 « el gy ) Lalall

g2aS Lawaddl aaidll gaa) o cpaill aal el cacdl Jaul 4 ‘noSuchAttributeOrValue
(Ll

Liallas crcal ¢« Lilasll Laa Laias Sodae « Bygeaie caad Laid la cinvalidAttributeSyntax
£ caill aad (e cradll alis ael il

1ia 5. Glaall paa (e Laa Lo diae pé @ ke ‘s._n.ﬁ.‘..‘ﬁ ail :undefinedAttributeT ype
¢ ModifyRDN ,i Modify si Remove i Add Llae Gldu ¥1 Juaas & (Sas ¥ Uadll

»é gl saeli Jlaai ¥ F LS o Sie ¢ Uylaos erlian adl :inappropriateMatching
&l p sudge il lasd Jab e 330as

ggiall L dillae ud 8yae Glae daa e Galae ias Zaid of Gas o) :constraintViolation
f (4 goand] alie¥! Gl lams Lol M) el Ciyjas b §1X.501 Luagll b Layall

(7
(=

(
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2.3.12
1.2.3.12

2.2.3.12

1.4.12

2.4.12
1.2.4.12
2.2.4.12
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S daall i Ll ypage cias LLay Yylas ops o ¢ AttributeOrValueAlreadyExists (s
-l b lal Bagage daii Lla)
Name Error

- Glaall dan diuay fasll ao¥l (3la35 W4 JI ity NameError ol

NameError == ABSTRACT-ERROR
PARAMETER SET (
problem [0] NameProblem,
matched [1] Name)

NameProblem == INTEGER {
noSuchObject (1),
aliasProblem (2),
invalidAttributeSyntax (3),
aliasDereferencingProblem (4) )
022,512 §1.2.5.12 ¢pa,3dll o W poall gall olalad) Gibald
: Ll JL:.:.Q?QSA:.{GYIJSLL‘[IG;AL Of - ol Lol UL,
- f3ase puul po Gallais ¥ pudll 0¥l o) - noSuchObject (7
. CJJ.&JA‘S‘IHY&)A*JJ}JIJMI f“"‘YIL.)! : aliasProblem (g.a
s2é Laa oS AVA pede b 4dal 3 9:'“ il Loy il baas ) : invalidAttributeSyntax (z
- g 4 sanie Hud o8 Luilin ngLaL.m psl e jie udl : aliasDereferencingProblem (s

DIT & jotdl g (5laiame pcal 31 . g a) ionm 52T 1] ilall Jisll pual e (55323 Matched Zalall ;)

5.12
1.5.12

2.5.12
1.2.5.12

2.2.5.12

+ @ i el el (o 5] 51 il sl L SIS il 05 s

ol ot ¢ Jlall Dolac G b il ¥l i il L Sl g/ sl Sy Utn o0 13 — Tsasle

.UpdateError ;i AttributeError Uolu (e Y (invalidAttributeSyntax U<t cn) NameError dalogs ells

Referral
- Qollal) Llaalt 33l 135 Cpuua] Jali Bue of 3l 2l ga Lovdll Jasioue 49 Referral |

Referral ::= ABSTRACT-ERROR -- not literally an "error”
PARAMETER SET {
candidate [0] ContinuationReference )

.(X.SlSlya\,ﬂlesl)"L_Jaall‘amgl%g‘!bieal,,@ul 2 Sle gsiniBaaly Lalas Uaall
Security Error

L] Ol Jad e Ljyla Llae £ W] U0 s!] s SecurityError |

SecurityError = ABSTRACT-ERROR
PARAMETER SET {
problem [0] SecurityProblem )

SecurityProblem := INTEGER {
Inappropriate Authentication (1),
InvalidCredentials (2),
InsufficientAccessRights (3),
InvalidSignature (4),
protectionRequired (5),
nolnformation (6) )

s lgal] 5l o oS W SLaL ) . Gaball UL e Jus 3ualy dalaa Uaall
Gow @19 ¥ Cllall sladal Liabiall ;oY) Qg ) s inappropriateAuthentication (i
c.L_.aMIanwbiﬁ@gﬁgnlyl@@o@mmﬁqum‘ Cpllall Lilasll

- dagca
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{ dallie el Lagiall wbiadtall ) : invalidCredentials (o

- llall iflu.ll;l‘,_algiéall llall ! : insufficientAccessRights (z
‘e g Qllall widgi o Laat wdl : invalidSignature (o

Cdadge OSH pl Laall G¥ Lyl Lulaally aldll Julult a4, Jal': protectionRequired (-
- Gl olaglae 5 uag ¥ Lie] Uad Lgllall Llaall eiuaf sl : noInformation (s

Service Error 8.12

. Lﬂl;ld@hol&i&hdl)@ ServiceError 1.8.12

ServiceError z= ABSTRACT-ERROR
PARAMETER SET {
problem [0] ServiceProblem },

ServiceProblem := INTEGER (
busy (1),
unavailable (2),
unwillingToPerform (3),
chainingRequired (4),
unableToProceed (5),
invalidReference (6),
timeLimitExceeded (7),
administrativeLimitExceeded (8),
loopDetected (9),
unavailableCriticalExtension (10),
outOfScope (11),
ditError (12) }

t laple Ju O Sy WY1 USLALT o - oo 3l USALT J) 583 Baaly Zalas Lol 2.8.12

4.'&;_.‘_3\,4...&‘,.Z._.‘,LL.UZ._JA.\JI...“[;.EII&LL..:.JIC»YG‘MIJK?QLJ‘IA‘IJGIJJJIQL:busy (1
5 ppem g s Ly Ll

¢ yoatie yé daludl uaf 4i Julall : unavailable (v

= a3 Y Qllalf s e Ll laaiius ual 4alead] 3af 4f Julull : unwillingToPerform (z
VS SR PRYRY L[ 2 DO [ DUWL V0% | SR Y PR IV b e lginl I

s b ¢ Ay elld 35 131 9] ¢ Gl e Do fasina G a5 chainingRequired (s
‘ chainingProhibited Load jof ,Las cuaie b il

Gawill Gl Jab o bla) Sage ual Uadll f1a g2 I DSA JSyll ;) - unableToProceed (-
¥l b B8V e 5l ik el gay canslill

Goole (-e) DUA Ul dallas IS L 1S e 1ol (s ol DSA JSyll ) : invalidReference (s
fdle st pasi Jlaniad Ge laali elld 56 5T (Sayy (OperationProgress

Creaily . Losall 4] b Jariadl L S Lasall Uglf Julul! &Ly udl : timeLimitExceeded G
ool (Jf a3 (KI5 puutie L3 Lo (o elilin

catly « Lyla) als Jud (e Liasa Lo faa Sl &b ail - administrativeLimitExceeded (z
Fdanieall (M i (S8 peasia Lisa Toutis (5 elllin

Fhlals Base agmy e« qullas 9o Lo 35 e (5l ud Ll : loopDetected (L

of laaly b o s ¢ oullall 3485 e Iale Judall IS unavailableCriticalExtension (s
B patia b SilS daya olacy s Bue
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fulhall gull g eYla) uag ¥ outOfScope
- DIT 8ol b eluolas USiin s ¢ pllaa g Las alidll e 150l Gudd Julall ] : ditError

(o

-

Update Error

31 Lgia Lgdla 4i DIB saclill J elaglaa Gla] oY ylas lga,ka ‘;Jl JsLall J) i, UpdateError ()

UpdateError = ABSTRACT-ERROR
PARAMETER SET (
problem [0] UpdateProblem )

UpdateProblem o= INTEGER ({
naming Violation (1),
objectClassViolation (2),
notAllowedOnNonLeaf (3),
notAllowedOoRDN (4),
entryAlreadyExists (5),
affectsMultipleDSAs (6),
objectClassModificationProhibited (7) }

P 48T JSLa] e Wl oSayy . halias (a1 Lolal] USBAN () 50t ¢ USSea M SanlyLalae Lol

o LS DIT 8yt | Lk e 5l lSLg:dlge.L:JJ;.Ja:‘JJJTUL..&)‘U Yylae ) : namingViolation
o ¢ slaieua pol (g3 Jaal LGS Mass Jass LY elli . X501 Luayilly Jalall daslads i Ladise
J-aud RDN Lacul saald Lgsd i L@gyéyiﬁ;h&g?@c&wxéDnsﬁUIQalmgj
¢ caadll fe Lo gias Uaal (pacdia

Gid i (o purdill iyl s o) ¥ Slate ul g cpaail] Yglas ) : objectClassViolation
f g adoll @l jads Sl X501 Luagll Ciyylas po of degdse

3l d-alae oo ¥ dagaus o Leilslas (5525 il Glaall ) : notAllowedonNonLeaf
¢ DIT 8yt

s 38 eni i [A] Ss) RDN sl b 355 gilslae L,lall Llaall ] : notAllowedOnRDN
¢ (RDN p¥! 50

¢ Gl b lagaga )B..\a‘;..u.:AddEntry Glastl Yylas : EntryAlreadyExists
e st iy« DSA oSy 8ue e § 53 0all Jaids (paasll Yglas - affectsMultiple DS As
fda

- gkl Gi caad Jasadl Llae dylas : objectClassModificationProhibited

(i

(

SIS o1 caill aad o ¢« il Lol Zalail) JSLaL Gla Jaif e Jasiew ¥ UpdateError ;) — Zhasle
JudSUallsia o). RDN awad! Jaaas o Jada Juaas o Jada ciia ol Jaue Gla) Llee b ol gl
. AttributeError daliyys gle

A aalll
(X.511 Luasill)

ASN.1 jua,3l b Basae Lasa

coball e cha g4 Jlall Galll o)

IS Laall a.:ug.i Laaskl ASN ‘}:uﬂlng)Sll[,L:‘il[,LJIJyla:JSMgllAIl Saltl o)
. "DirectoryAbstractService" ASN.1 ,.lall
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DirectoryAbstractService {joint-ISO-CCITT ds(5) modules(1) directoryAbstractService(2))}

DEFINITIONS ==
BEGIN

EXPORTS
directory, readPort, searchPort, modifyPort,
DirectoryBind, DirectoryBindArgument,
DirectoryUnbind,
Read, ReadArgument, ReadResult,
Abandon, AbandonArgument, AbandonResult,
Compare, CompareArgument, CompareResult,
List, ListArgument, ListResult,
Search, SearchArgument, SearchResult,
AddEntry, AddEntryArgument, AddEntryResult,
RemoveEntry, RemoveEntryArgument, RemoveEntryResult,
ModifyEntry, ModifyEntryArgument, ModifyEntryResult,
ModifyRDN, Modif yRDNArgument, ModifyRDNResult,
Abandoned, AbandonFailed, AttributeError, NameError,
Referral, SecurityError, ServiceError, UpdateError,
SecurityParameters;

IMPORTS
informationFramework, authenticationFramework,
distributedOperations, directoryObjectldentifiers
FROM UsefulDefinitions {joint-iso-ccitt ds(5) modules(1)
usefulDefinitions(0)})

OBJECT, PORT, ABSTRACT-BIND, ABSTRACT-UNBIND,
ABSTRACT-OPERATION, ABSTRACT-ERROR
FROM AbstractServiceNotation {joint-iso-ccitt mhs-motis(6)
asdc(2) modules(0) notation(1) )}

Attribute, AttributeType, AttributeValue, AttributeValueAssertion,
DistinguishedName, Name, RelativeDistinguishedName
FROM InformationFramework InformationFramework

id-ot—direct(_)ry, id-ot-dua, id-pt-read, id-pt-search, id-pt-modify
FROM DirectoryObjectldentifiers directoryObjectldentifiers

ContinuationReference, OperationProgress
FROM DistributedOperations distributedOperations

Certificate, CertificationPath, SIGNED,
PROTECTED, Algorithmldentifier

FROM AuthenticationFramework authenticationFramework
InvokelD,

FROM Remote-Operations-Notation {joint-iso-ccitt

remoteOperations(4) notation(0)};

-- macro for representing optional signing --

OPTIONALLY-SIGNED MACRO :=
BEGIN
TYPE NOTATION == type (Type)

VALUE NOTATION == value (VALUE CHOICE ( Type, SIGNED Type})

END
-- objects and ports —-

directory
OBJECT
PORTS { readPort [S].
searchPort [S],
modifyPort [S]}

== id-ot-directory
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dua
OBJECT
PORTS { readPort [C],
searchPort [C]
modifyPort [C])

== id-ot-dua

readPort
PORT
CONSUMER INVOKES {
Read, Compare, Abandon}
== id-pt-read

searchPort
PORT
CONSUMER INVOKES {
List, Search }
== id-pt-search

modifyPort
PORT
CONSUMER INVOKES {
AddEntry, RemoveEntry,
ModifyEntry, ModifyRDN)
1= id-pt-modify '

-- bind and unbind --

DirectoryBind z= ABSTRACT-BIND
TO { readPort, searchPort, modifyPort )
BIND
ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
BIND-ERROR DirectoryBindError

DirectoryBindArgument == SET (
credentials [0] Credentials OPTIONAL,
versions [11 Versions DEFAULT v1988)

Credentials ::= CHOICE (
simple [0] SimpleCredentials,
strong [1] StrongCredentials,
externalProcedure [2] EXTERNAL }

SimpleCredentials ::= SEQUENCE {

name [0] DistinguishedName,

validity [1] SET {
timel [0] UTCTime OPTIONAL,
time2 [1] UTCTime OPTIONAL,
randoml [2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL )

OPTIONAL,

password [2] OCTET STRING OPTIONAL }

StrongCredentials ::= SET {
certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token }

Token := SIGNED SEQUENCE {
algorithm [0] AlgorithmIdentifier
name [1] DistinguishedName,
time [2] UTCTime,
random [3]1 BIT STRING }

Versions == BIT STRING (v1988(0))
DirectoryBindResult == DirectoryBindArgument
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DirectoryBindError == SET {
versions [0] Versions DEFAULT v1988,
CHOICE {
serviceError [1] ServiceProblem,
securityError [2] SecurityProblem })

DirectoryUnbind == ABSTRACT-UNBIND
FROM (readPort, searchPort, modifyPort }

-~ operations, arguments, and results -

Read == ABSTRACT-OPERATION
ARGUMENT ReadArgument
RESULT ReadResult
ERRORS {
AttributeError, NameError,
ServiceError, Referral, Abandoned,
SecurityError }

ReadArgument == OPTIONALLY-SIGNED SET (
object [0] Name,
selection [1] EntryInformationSelection
DEFAULT {(},
COMPONENTS OF CommonArguments )

ReadResult = OPTIONALLY-SIGNED SET (
entry [0] EntryInformation,
COMPONENTS OF CommonResults )

Compare = ABSTRACT-OPERATION
ARGUMENT CompareArgument
RESULT CompareResult
ERRORS {

AttributeError, NameError,
ServiceError, Referral, Abandoned,
SecurityError }

CompareArgument := OPTIONALLY-SIGNED SET {
object [0] Name,
purported [1]1 AttributeValueAssertion,
COMPONENTS OF CommonArguments )

CompareResult == OPTIONALLY-SIGNED SET {
DistinguishedName OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,
COMPONENTS OF CommonResults }

Abandon = ABSTRACT-OPERATION
ARGUMENT AbandonArgument
RESULT AbandonResult
ERRORS {AbandonFailed}

AbandonArgument := SEQUENCE (
InvokelD [0] InvokeID}

AbandonResult = NULL

List == ABSTRACT-OPERATION
ARGUMENT ListArgument
RESULT ListResult
ERRORS {
AttributeError, NameError,
ServiceError, Referral, Abandoned,
SecurityError )}

ListArgument := OPTIONALLY-SIGNED SET {
object [0] Name,
COMPONENTS OF CommonArguments }
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ListResult == OPTIONALLY-SIGNED CHOICE({

listInfo SET (

DistinguishedName OPTIONAL

subordinates [1] SET OF SEQUENCE {
RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE },
partialOutcomeQualifier [2] PartialOutcomeQualifier

OPTIONAL,

COMPONENTS OF CommonResults},

uncorrelatedListInfo [0] SET OF
ListResult }

PartialOutcomeQualifier = SET {
limitProblem [0] LimitProblem OPTIONAL,
unexplored [1] SET OF
ContinuationReference OPTIONAL,
unavailableCriticalExtensions [2] BOOLEAN DEFAULT FALSE }

LimitProblem := INTEGER (
timeLimitExceeded (0),
sizeLimitExceeded (1),
administrativeLimitExceeded (2) }

Search = ABSTRACT-OPERATION
ARGUMENT SearchArgument
RESULT SearchResult
ERRORS {

AttributeError, NameError,
ServiceError, Referral, Abandoned,
SecurityError }

SearchArgument := OPTIONALLY-SIGNED SET {
baseObject [0] Name,
subset [1] INTEGER {
baseObject(0),
oneLevel(1),
wholeSubtree(2)} DEFAULT baseObject,
filter [2] Filter DEFAULT and (},
searchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntrylnformationSelection DEFAULT (]},
COMPONENTS OF CommonArguments }

SearchResult == OPTIONALLY-SIGNED
CHOICE (
searchInfo SET (
DistinguishedName OPTIONAL,
entries [0] SET OF Entrylnformation,
partialOutcomeQualifier

[2] partialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },
uncorrelatedSearchInfo [0] SET OF
SearchResult }

AddEntry == ABSTRACT-OPERATION
ARGUMENT AddEntryArgument
RESULT AddEntryResult
ERRORS {

AttributeError, NameError,
ServiceError, Referral, SecurityError
UpdateError }

AddEntryArgument = OPTIONALLY-SIGNED SET (
object [0] DistinguishedName,
entry [1] SET OF Attribute,
COMPONENTS OF CommonArguments}

AddEntryResult == NULL
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RemoveEntry -= ABSTRACT-OPERATION
ARGUMENT RemoveEntryArgument
RESULT RemoveEntryResult
ERRORS (

NameError,
ServiceError, Referral, SecurityError,
UpdateError)

RemoveEntryArgument == OPTIONALLY-SIGNED SET {
object {[0] DistinguishedName,
COMPONENTS OF CommonArguments )

RemoveEntryResult = NULL

ModifyEntry == ABSTRACT-OPERATION
ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult
ERRORS (

AttributeError, NameError,
ServiceError, Referral, SecurityError,
UpdateError)

ModifyEntryArgument := OPTIONALLY-SIGNED SET {
object [0] DistinguishedName,
changes [1] SEQUENCE OF EntryModification,
COMPONENTS OF CommonArguments }

ModifyEntryResult == NULL

EntryModification := CHOICE {
addAttribute [0] Attribute,
removeAttribute [I] AttributeType,
addValues [2] Attribute,
removeYalues [3] Attribute)

ModifyRDN := ABSTRACT-OPERATION
ARGUMENT ModifyRDNArgument
RESULT ModifyRDNResult
ERRORS {

NameError,
ServiceError, Referral, SecurityError,
UpdateError )

ModifyRDNArgument = OPTIONALLY-SIGNED SET (
object [0] DistinguishedName,
newRDN [1] RelativeDistinguishedName,
deleteoldRDN [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments }

ModifyRDNResult := NULL
-~ errors and parameters -~

Abandoned == ABSTRACT-ERROR -- not literally an “error”

AbandonFailed == ABSTRACT-ERROR
PARAMETER SET {
problem [0] AbandonProblem,
operation [1] InvokeID)

AbandonProblem == INTEGER (
noSuchOperation (1),
tooLate (2),
cannotAbandon (3))
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" AttributeError == ABSTRACT-ERROR

PARAMETER SET {

object [0] Name,
problems [1] SET OF SEQUENCE (
problem [0] AttributeProblem,
type [1] AttributeType,
value [2] AttributeValue OPTIONAL }}
AttributeProblem ==
INTEGER ({

noSuchA ttributeOrValue (1),
invalidAttributeSyntax (2),
undefinedAttributeType (3),
inappropriateMatching (4),
constraintViolation (5),
attributeOrValueAlreadyExists (6) )

NameError == ABSTRACT-ERROR
PARAMETER SET (
problem [0] NameProblem,
matched [1] Name}

NameProblem := INTEGER (
noSuchObject (1),
aliasProblem (2),
invalidAttributeSyntax (3),
aliasDereferencingProblem (4))

Referral := ABSTRACT-ERROR -- not literally an "error”
PARAMETER SET {
candidate [0] ContinuationReference}

SecurityError = ABSTRACT-ERROR
PARAMETER SET {
problem [0] SecurityProblem }

SecurityProblem = INTEGER {
inappropriateAuthentication (1),
invalidCredentials (2),
insufficientAccessRights (3),
invalidSignature (4),
protectionRequired (5),
nolnformation (6) }

ServiceError = ABSTRACT-ERROR
PARAMETER SET {
problem [0] ServiceProblem )

ServiceProblem = INTEGER {
busy (1),
unavailable (2),
unwillingToPerform (3),
chainingRequired (4),
unableToProceed (5),
invalidReference (6),
timeLimitExceeded (7),
administrativeLimitExceeded (8),
loopDetected (9),
unavailableCriticalExtension (10),
outOfScope (11),
ditError (12) }

UpdateError z= ABSTRACT-ERROR

PARAMETER SET {
problem [0] UpdateProblem }
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UpdateProblem == INTEGER ({
naming Violation (1),
objectClassViolation (2),
notAllowedOnNonLeaf (3),
notAllowedOnRDN (4),
entryAlreadyExists (5),
affectsMultipleDSAs (6),
objectClassModificationProhibited (7))}

-- common arguments/results --

CommonArguments == SET {
[30] ServiceControls DEFAULT ()
[29] SecurityParameters DEFAULT (},
requestor [28] DistinguishedName OPTIONAL,
[27] OperationProgress DEFAULT notStarted,
aliasedRDNs [26] INTEGER OPTIONAL,
extensions [25] SET OF Extension OPTIONAL )

Extension == SET {
identifier [0] INTEGER,
critical [1] BOOLEAN DEFAULT FALSE,
item [2] ANY DEFINED BY identifier )
CommonResults == SET {

[30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE)

-- common data types --

ServiceControls == SET (
options [0] BIT STRING (
preferChaining (0),
chainingProhibited (1),
localScope (2),
dontUseCopy (3),
dontDereferenceAliases(4))}

DEFAULTY(),

priority [1] INTEGER (
low (0),
medium (1),
high (2) } DEFAULT medium,

timeLimit  [2] INTEGER OPTIONAL,
sizeLimit  [3] INTEGER OPTIONAL,

scopeOfReferral [4] INTEGER {
dmd(0),

country(1))}
OPTIONAL )

EntryInformationSelection == SET (
attributeTypes
CHOICE {
allAttributes [0] NULL,
select [1] SET OF AttributeType
-~ empty set implies no attributes
-- are requested --)
DEFAULT allAttributes NULL,

infoTypes [2] INTEGER (
attributeTypesOnly (0),
attributeTypesAndValues (1) ) DEFAULT
attribute TypesandValues }
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Entrylnformation == SEQUENCE {
DistinguishedName,
fromEntry BOOLEAN DEFAULT TRUE,
SET OF CHOICE {

AttributeType,
Attribute} OPTIONAL }
Filter ==  CHOICE {
item [0] FilterItem,
and [1] SET OF Filter,
or 2] SET OF Filter,
not [3] Filter }
Filteritem == CHOICE {
equality [0] AttributeValueAssertion,
substrings [1] SEQUENCE {
type AttributeType, :
strings SEQUENCE OF CHOICE {
initial [0] AttributeValue,
‘any [1] AttributeValue,
final [2] AttributeValue})},
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual 31 AttributeValueAssertion,
present [4] AttributeType,
approximateMatch 5] AttributeValueAssertion }
SecurityParameters == SET {

certification-Path [0] CertificationPath OPTIONAL,

name [1] DistinguishedName OPTIONAL,
time [2] UTCTime OPTIONAL,
random [3] BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL )}
ProtectionRequest == INTEGER {
none(0),

signed (1)}
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. "DirectoryObjectldentifiers"

DirectoryObjectldentifiers {joint-ISO-CCITT ds(5) modules(1)
directoryObjectldentifiers(9))

DEFINITIONS :=

BEGIN

EXPORTS
id-ot-directory, id-ot-dua, id-pt-read, id-pt-search, id-pt-modify;
IMPORTS
id-ot, id-pt
FROM UsefulDefinitions {joint-iso-ccitt ds(5) modules(1),
usefulDefinitions(0));
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-- Objects --
id-ot-directory
id-ot-dua

~- Port Types -~
id-pt-read
id-pt-search
id-pt-modify

END

OBJECT IDENTIFIER :

OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER

{id-ot 1}

== (id-ot 2}

== {id-pt 1}
== {id-pt 2}

= {id-pt 3}
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DirectoryRefinement := REFINE directory AS

dsa RECURRING
readPort [S] VISIBLE
searchPort [S] VISIBLE
modifyPort [S] VISIBLE
chainedReadPort PAIRED with dsa

chainedSearchPort PAIRED with dsa
chainedModifyPort PAIRED with dsa

gl WS o 0 oKy 4 dsa 3.11
dsa OBJECT
PORTS { readPort [S1,
searchPort [S].
modifyPort [S],
chainedReadPort,
chainedSearchPort,
chainedModifyPort}
= id-ot-dsa

gl lastone ol L ya wloaall 01a 138 Stela o (banillydindlys o]l i pady DSA il 5
MlqMISsl,ﬂlg‘i JalL b;\.g.’ "Yeulowa” t&uur.\.;;n DSA )L:SJO!J: (5)‘31;'4'?0‘\’ DUA G)LSJ”gI: ",J:JJ“
. st DSA o305 g o3¢S a1 SSUal] ll1 it (pa DSA o 5SsH (s il Ll foaadl Jendoall

LS Busany Lo oo « (X511 Luagill ghBosall GGL e L) 3.11 42.11 oAl o 5 sSatl Al o) 4.11
gl

chainedReadPort PORT
ABSTRACT OPERATIONS {
ChainedRead, ChainedCompare,
ChainedAbandon)
o= id-pt-chained-read
chainedSearchPort PORT
ABSTRACT OPERATIONS {
ChainedList, ChainedSearch}
o= id-pt-chained-search
chainedModifyPort PORT
ABSTRACT OPERATIONS {

ChainedAddEntry,
ChainedRemoveEntry,
ChainedModifyEntry,
ChainedModifyRDN)
%= id-pt-chained-modify
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¢ DistinguishedName jaall ain¥! (¢
- B ‘ Name ou.¥! (z
‘ RelativeDistinguishedName il juall asnd! (s
' X511 Luagill g ciye 3 LY olaplall balail ) 2.2.12
(Abstract-bind) (33 yoe Ls)
¢ DirectoryBind Juls — Uua (7
(Abstract-operations) (53 yae s lilac)
¢ Abandon I3l (<
(Abstract-errors) (5. yaa ¢ Ualf)
¢ Abandoned Lgie i3 (z
¢ AttributeError cas — tha (s
¢ NameError aul — tha (-
¢ SecurityError i — tha (s
¢ ServiceError Laya —~ WA §)
¢ UpdateError jpuad — thi (¢
(Macro)( s <L)
¢ OPTIONALLY-SIGNED (L
(Data Type) (s babaat L)
. SecurityParameters L) olalaas (‘_5
 X.520 Luagill b Ciina 32 S cleglal] sk ) 3.2.12
C paddl — ) gie (7
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ChainingArguments == SET {
originator [0] DistinguishedName OPTIONAL,
targetObject 1] DistinguishedName OPTIONAL,
operationProgress [2]  OperationProgress DEFAULT {notStarted},
tracelnformation [3] Tracelnformation,
aliasDereferenced 4] BOOLEAN DEFAULT FALSE,
aliasedRDNs [5] INTEGER OPTIONAL,

-- absent unless aliasDereferenced is TRUE
returnCrossRef’s [6] BOOLEAN DEFAULT FALSE,

referenceType [7] ReferenceType DEFAULT superior,
Info (81 Domainlnfo OPTIONAL,
timeLimit 9] UTCTime OPTIONAL,

[10] SecurityParameters DEFAULT (}}

L 11.2.3.12 M1 1.2.3.12 Ga el b 5asall sladl ) Ghall o bl ) 2.3.12

OLS 13 LYl lalall b Cianiads Gauw o8 5 13 Y] 0 Gllall Jauya (SAT) sl e Halal) GsShF ) 1.23.12
- gllanf (o Laall 63gd ¢ AS,0801 gaall i udla QLA

30 353 &) - mrsadl] C3a g a3 ] Jase g § udishl sl SIS Gugll — ¢ gungll Tl ) 2.2.3.12
Wh?l&\,m\,ll\,ldaudm‘.lwsdlt\,m\,ll\,a aguaill 5 4 (Sany 1 Baguadll 3a,adl Llaally 3lats p sl
Jaii ¢ Jags oF Sl 0igd (S  (aadiacn — Sas o ¢ uauan a3l 5 alse] Sie) pridlye e llaly e 5 alle o culll

Jmlld_..e.au,s..dl_‘;.llsug.n\,(l 3. 14AJLAJ|_)L.||)X%gnwu9|t\,m\,lluhlgdlleﬂlum Log! ol 13}
.1;33“5.:\.&9.&

X.518 Luayall — 8.VIIT Ll <1 132



O wasid il el JUILy « Lalaall ity DSA Syl p3ke] Jal o Jariod Lulaal) — puls SuSU o) 3.2.3.12
L 512558l g Sosae oa LSl aia b Wsiill cloglall o) - JolSI 03485 b 4 sl

Sl o) - ULl Jassios Losie « DSA o5y Bgpe &igia oliiay Jasiad 501 — claglas Gl o 4.2.3.12
ool Llae 1d (51 DSA (o willas Lasiey . 527 DSA ) Lilae ke o 51 claglas ] fasan |l Cinidy DSA
6,12 584l b Basas oa BSU 03a b Uil claghall o - Bye JS3 Y Laall 5 o ¢ YT @laglae ands o Gaadll

pmead @13 Jalta Be g it IS 13 Lash opul Jianions LW gs Lasi o g ya G99 olados poad BSUl ) 5.23.12
Jide e Le & gle Ju3 FALSE Cuslls Lol ) . puadl ¢ 55kl JodI A paye g8 oS5y« ¥ ol Lgilidke coad ud laiuse
gl e BdUas @il ‘;‘.JI targetObjectName i RDN slaw¥l sue e Ju aliasedRDN 4l ) 6.2.3.12
lgad Cialims 3 50 JS pliph] Bame (pSS QI s O]+ ladiess pal @lgd Jalsa 3ual of aalyJaol aliasedObjectName

Laaill aliasDereferenced &sSall (S (13) kaidy) 3] 5k OF s GsShl sda ) skl b ety laks pul g3 e
. TRUE

Lilae Jaais P Y 'a‘l Uariiws Uiyrs palye 3K 1) Lee s LYy Laid o returnCrossRefs &L ) 7.2.3.12
Lol 5 - Tnmye Tlay 5 Lot 1, Lo Taoliin gl pn Lyims ¢ 131 DA Sl ) qansi el 2 g 8 Seipn
- Lpana s ollas ¥ 038 Ljal) palse i oasi FALSE il

@Ml Uijpall laas 5a La Sayall Llaall 345 e Gllay (53 DSA JSll p referenceType Lyl 8.23.12
-l LQSJ:..‘;_.?:JI‘;.L.\,J.:M&,B;[B‘I._&&S“J: 1500 05 & DSA JSll 13S0 (Sas -l Gl juis Jal (e Jaaio
ReferenceType () . invalidReference U<.ill oo ¢ ServiceError & Gl (b ¢ 1348 Uaa alassl a5 130
L 712 5584l b Jaadills g te

- Lalal) Zaddll 347 Baie i o referenceType amil 13) — dhasle

u.LLZ_‘\lla..g_nu_«_la..\ln DSA e3Sy ps Lo DMD Glasas Laladl cilaglall jundd Jasisinfo 42 ) 9.2.3.12
. dude yié el 98 il DomainInfo Ll Oe ot Gushl oda ) - agian Lasd o 5a¥l
Domainlnfo == ANY

- Llaall i Ugo e J5 Liggag Jls i timeLimit &,<U ) 10.2.3.12
eGa 5 jatas Gl Laladl sda cule 136 . X.511 Luagll 4 Bass o SecurityParameters 4l ) 11.2.3.12
Y elalall e LI dc gasns
LLldigits 4.12
sda Gl A DSA Sy JI L2l ye @lagles aniy 5o o Llae JS Lol i Basange Wl - sl ol 1.4.12
: - 8jadl Llaall

ChainingResults == SET {

Info [0] Domaininfo OPTIONAL,

crossReferences m SEQUENCE OF CrossReference OPTIONAL,
[2] SecurityParameters DEFAULT (}}
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CrossReference ) o= SET{
contextPrefix [0] DistinguishedName,
accessPoint [1] AccessPoint}
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OperationProgress == SET {
nameResolutionPhase [0]
ENUMERATED {
notStarted (1),
proceeding (2),
completed (3)},
nextRDNToBeResolved [1]
INTEGER OPTIONAL)
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Tracelnformation = SEQUENCE OF Traceltem
Traceltem = SET {(
dsa [0] Name,
targetObject (1] Name OPTIONAL,
operationProgress [2] OperationProgress )
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ReferenceType :=
ENUMERATED {

superior (1),
subordinate (2),
Ccross (3),

nonSpecificSubordinate (4))

Ji i 8.12
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. DSA JSyll
AccessPoint o= SET (
ae-title [0] Name,
address [1] PresentationAddress }
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ContinuationReference = SET {
targetObject [0] Name,
aliasedRDNs [1] INTEGER OPTIONAL,
operationProgress 2] OperationProgress,
rdnsResolved [3] INTEGER OPTIONAL,
referenceType [4] ReferenceType OPTIONAL,

-~ only present in the DSP
accessPoints [51  SET OF AccessPoint)
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DSABind: z= ABSTRACT-BIND

TO: {chainedRead,
chainedSearch,
chainedModify)

DirectoryBind
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DSAUnbind n= ABSTRACT-UNBIND
FROM {chainedRead,
chainedSearch,
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ChainedReadPort ChainedRead,
ChainedCompare,
ChainedAbandon

ChainedSearchPort ChainedList,
ChainedSearch

ChainedModifyPort ChainedAddEntry,
ChainedRemoveEntry,
ChainedModifyEntry,
ChainedModif yRDN
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X u= .

ABSTRACT-OPERATION
ARGUMENT XArgument
RESULT XResult
ERRORS (..., Referral,...}

gl LS it kol 350§ Dolall o fa

ChainedX ==
ABSTRACT-OPERATION
ARGUMENT OPTIONALLY-SIGNED SET{

ChainingArgument,
[0] XArgument)

RESULT OPTIONALLY-SIGNED SET{
ChainingResult,
[0] XResult)

ERRORS {...,DsaReferral,...}
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. Distributed Operations

- DistributedOperations {joint-iso-ccitt ds(5) modules(1) distributedOperations(3))
DEFINITIONS :=
BEGIN
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EXPORTS

DirectoryRefinement, chainedReadPort, chainedSearchPort, chainedModifyPort,
DSABind, DSABindArgument,

DSAUnbind,

ChainedRead, ChainedCompare, ChainedAbandon,

ChainedList, ChainedSearch,

ChainedAddEntry, ChainedRemoveEntry,

ChainedModifyEntry, ChainedModifyRDN,

DsaReferral, ContinuationReference;

IMPORTS

InformationFramework, abstractService, distributedOperations,
directoryObjectldentifiers, selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-ccitt ds(5) modules(1) usefulDefinitions(0)}

DistinguishedName, Name, RelativeDistinguishedName
FROM InformationFramework informationFramework

id-ot-dsa, id-pt-chained-read, id-pt-chained-search, id-pt-chained-modify )
FROM DistributedDirectoryObjectldentifiers, distributedDirectoryObjectldentifiers

PresentationAddress
FROM SelectedAttribute Types selectedAttributeTypes

directory, -readPort, searchPort, modifyPort
DirectoryBind,
ReadArgument, ReadResult,
CompareArgument, CompareResult,
Abandon
ListArgument, ListResult,
SearchArgument, SearchResult,
AddEntryArgument, AddEntryResult,
RemoveEntryArgument, RemoveEntryResult,
ModifyEntryArgument, ModifyEntryResult,
ModifyRDNArgument, ModifyRDNResult,
Abandoned, AttributeError, NameError, ServiceError, SecurityError, UpdateError
OPTIONALLY-SIGNED, SecurityParameters
FROM DirectoryAbstractService directoryAbstractService

-- objects and ports —-

DirectoryRefinement := REFINE directory AS
dsa RECURRING
readPort [S] VISIBLE
searchPort [S] VISIBLE
modifyPort [S] VISIBLE
chainedReadPort PAIRED WITH dsa
chainedSearchPort PAIRED WITH dsa
chainedModifyPort PAIRED WITH dsa
dsa OBJECT
PORTS { readPort [S],
searchPort [S],
modifyPort IS1,
chainedReadPort,
chainedSearchPort
chainedModifyPort}
== id-ot-dsa

chainedReadPort PORT

ABSTRACT OPERATIONS (

ChainedRead, ChainedCompare,

ChainedAbandon}
== id-pt-chained-read

chainedSearchPort PORT

ABSTRACT OPERATIONS {
ChainedList, ChainedSearch}
== id-pt-chained-search
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chainedModifyPort PORT,
ABSTRACT-OPERATIONS {
ChainedAddEntry, ChainedRemoveEntry,
ChainedModifyEntry, ChainedModif yRDN}
== id-pt-chained-modify

DSABind := ABSTRACT-BIND
TO ({chainedRead, '
chainedSearch,
chainedModify}
DirectoryBind
DSAUnbind:= UNBIND
FROM {chainedRead,
chainedSearch,
chainedModify}
-- operations, arguments and results --
ChainedRead =
ABSTRACT-OPERATION
ARGUMENT OPTIONALLY-SIGNED  SET{
ChainingArgument,
{0] ReadArgument)
RESULT OPTIONALLY-SIGNED  SET{
ChainingResult,
[0] ReadResult}
ERRORS {
DsaReferral, Abandoned, AttributeError, NameError,
ServiceError, SecurityError)
ChainedCompare =
ABSTRACT-OPERATION
ARGUMENT OPTIONALLY-SIGNED  SET{
ChainingArgument,
[0] CompareArgument}
RESULT OPTIONALLY-SIGNED  SET{
ChainingResult,
{0] CompareResuit} .
ERRORS (
DsaReferral, Abandoned, AttributeError, NameError,
_ ServiceError, SecurityError}
ChainedAbandon o= Abandon
ChainedList o=
ABSTRACT-OPERATION
ARGUMENT OPTIONALLY-SIGNED  SET{
ChainingArgument,
{0] ListArgument}
RESULT OPTIONALLY-SIGNED  SET{
ChainingResult,
[0] ListResult}
ERRORS
DsaReferral, Abandoned, AttributeError, NameError,
ServiceError, SecurityError }
ChainedSearch =
ABSTRACT-OPERATION
ARGUMENT OPTIONALLY-SIGNED  SET{
ChainingArgument,
[0] SearchArgument}
RESULT OPTIONALLY-SIGNED SET{
ChainingResult,
[0] SearchResuit})
ERRORS {

DsaReferral, Abandoned, AttributeErrof, NameError,
ServiceError, SecurityError)
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ChainedAddEntry ==
ABSTRACT-OPERATION
ARGUMENT OPTIONALLY-SIGNED  SET{
ChainingArgument,
[0] AddEntryArgument}
RESULT OPTIONALLY-SIGNED  SET{
ChainingResult,
[0] AddEntryResult}
ERRORS {
DsaReferral, Abandoned, AttributeError, NameError,
ServiceError, SecurityError, UpdateError)

ChainedRemoveEntry =
ABSTRACT-OPERATION
ARGUMENT OPTIONALLY-SIGNED  SET{
ChainingArgument,
[0] RemoveEntryArgument)
RESULT OPTIONALLY-SIGNED  SET{
ChainingResult,
[0] RemoveEntryResult}
ERRORS {

DsaReferral, Abandoned, NameError,
ServiceError, SecurityError, UpdateError)

ChainedModifyEntry ==
ABSTRACT-OPERATION
ARGUMENT OPTIONALLY-SIGNED  SET{

ChainingArgument,
[0] ModifyEntryArgument}
RESULT OPTIONALLY-SIGNED  SET{ '
ChainingResult,
[0] ModifyEntryResult})
ERRORS {
DsaReferral, Abandoned, AttributeError, NameError,
ServiceError, SecurityError, UpdateError)

ChainedModifyRDN =
ABSTRACT-OPERATION
ARGUMENT OPTIONALLY-SIGNED SET{

ChainingArgument,
. [0] ModifyRDNArgument}
RESULT OPTIONALLY-SIGNED  SET{
ChainingResult,
[0] ModifyRDNResult}
ERRORS {
DsaReferral, Abandoned, NameError,
ServiceError, SecurityError, UpdateError)

-- errors and parameters --

DSAReferral o
ABSTRACT-ERROR
PARAMETER SET (
[0] ContinuationReference,
contextPrefix [1] DistinguishedName OPTIONAL}

-- common arguments/results —-

ChainingArguments == SET (
originator 0] DistinguishedName OPTIONAL,
targetObject [ DistinguishedName OPTIONAL,
operationProgress [2] OperationProgress DEFAULT {notStarted}
tracelnformation [3] Tracelnformation,
aliasDereferenced [4] BOOLEAN DEFAULT FALSE,
aliasedRDNs [S] INTEGER OPTIONAL,

-~ absent unless aliasDereferenced is TRUE
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returnCrossRef's [6] BOOLEAN DEFAULT FALSE,

referenceType [7 ReferenceType DEFAULT superior,
info [8] Domaininfo OPTIONAL,
timeLimit 9] UTCTime OPTIONAL,
[10] SecurityParameters DEFAULT { })
ChainingResults 1= SET {
info [0] Domaininfo OPTIONAL,
crossReferences [1] SEQUENCE OF CrossReference OPTIONAL,
[2] SecurityParameters DEFAULT { }}
CrossReference o= SET (
contextPrefix [0] DistinguishedName,
accessPoint [1]  AccessPoint}
ReferenceType = ENUMERATED {
superior (1),
subordinate 2),
Cross 3),
nonSpecificSubordinate 4)
Tracelnformation i= SEQUENCE OF
SEQUENCE {
targetObject Name,
dsa Name,
OperationProgress}
OperationProgress o= SET {
nameResolutionPhase [0] ENUMERATED {

notStarted (1),
proceeding (2),
completed (3)},

nextRDNToBeResolved [1] INTEGER OPTIONAL)
DomainInfo = ANY
ContinuationReference n= SET {
targetObject [0} Name,
aliasedRDNs [1] INTEGER OPTIONAL,
operationProgress 2] OperationProgress
rdnsResolved [3] INTEGER OPTIONAL,
referenceType [4] ReferenceType OPTIONAL,
-- only present in the DSP —-
accessPoints [51 SET OF AccessPoint }
AccessPoint == SET{
ae-title [0] Name,
address (1] PresentationAddress }
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Read ASE 1.2.7
%|,-ill) Abandon y Compare yRead i readPort d30,—adl ellasl! i aguns ReadASE )
X511 Laagill i Bonal] (lasll, Tt
readASE
APPLICATION-SERVICE-ELEMENT
CONSUMER INVOKES

{read, compare, abandon}
= id-ase-readASE

read Read =1
compare Compare == 2

abandon Abandon 3

Chained Read ASE 2.2.7

ChainedRead . ay. ChainedReadPort §s, all ol lasll — chainedRead ASE aal
. X.518 Lagll o 4,1l ChainedAbandon 4 ChainedCompare 4

chainedRead ASE
APPLICATION-SERVICE-ELEMENT

OPERATIONS { -

chainedRead,
chainedCompare
chainedAbandon}
== id-ase-chainedRead ASE
chainedRead ChainedRead =1

I
[\

chainedCompare ChainedCompare ::

chainedAbandon ChainedAbandon ::

Search ASE 3.2.7
i._....a\,lllg_n OLidyall Search yList Laay. SearchPort 33 yall o llaall g5 SearchASE aalw
. X.511
searchASE
- APPLICATION-SERVICE-ELEMENT
CONSUMER INVOKES { list, search}
== id-ase-searchASE}
list List =4
search Search =5 ,
Chained Search ASE 4.2.7

ChainedList L_aay. ChainedSearchPort sy, all alalell g.n chainedSearchASE ‘uLﬂe
- X.518 Layill ot OGiésall ChainedSearch 4
chainedSearchASE
APPLICATION-SERVICE-ELEMENT
OPERATIONS {

chainedList, chainedSearch)
=  id-ase-chainedSearchASE

. chainedList ChainedList
chainedSearch ChainedSearch

[}
(%}

Modify ASE 5.2.7

RemoveEntry y AddEntry g2« ModifyPort sy ,—all ol aleall g—i modifyASE PN —
- X511 gl 9.0 4 ,»ll ModifyRDN 4 ModifyEntry

X.519 Lueayall — 8. VIIT Ll ,<II 180



‘modifyASE
APPLICATION-SERVICE-ELEMENT
CONSUMER INVOKES
{addEntry, removeEntry,
modifyEntry, modifyRDN}
= id-ase-modifyASE
addEntry AddEntry
removeEntry  RemoveEntry
modifyEntry  ModifyEntry
modifyRDN ModifyRDN

1 W
O 00 3 &

b

Chained Modify ASE 6.2.7

Chained AddEntry e tr ChainedModifyPort §s,all ollaad! 9.9 chainedModifyASE aalew
. X.518 Luagill gr' 4 )l ChainedModifyRDN yChainedModifyEntry yChainedRemoveEntry 4

chainedModifyASE
APPLICATION-SERVICE-ELEMENT
OPERATIONS
{chainedAddEntry,
chainedRemoveEntry,
chainedModifyEntry,
chainedModif yRDN})
= id-ase-chainedModifyASE
chainedAddEntry ChainedAddEntry
chainedRemoveEntry ChainedRemoveEntry

chainedModifyEntry ChainedModifyEntry
, chainedModifyRDN ChainedModif yRDN

nn
O 00 2 O

Sl Gaakss o lila 3.7
Sl ) 56l gk 5l 1.3.7

ReadASE : LG ASE , —aliall esllae ) 3Laill DUA J—Sult directoryAccessAC o
. ModifyASE 4SearchASE,

directoryAccessAC
APPLICATION-CONTEXT

APPLICATION SERVICE ELEMENTS
{aCSE})

BIND DirectoryBind

UNBIND DirectoryUnbind

REMOTE OPERATIONS (rOSE})

INITIATOR CONSUMER OF {
readASE,
searchASE,
modifyASE}

ABSTRACT SYNTAXES {
id-as-acse,
id-as-directoryAccessAS)

i= id-ac-directoryAccessAC

Calal) o L5 (Gaskes 5 lae 2.3.7
- oblaall Wealis Gtta JLa3YL DSA sYSyll directorySystemAC pavw

directorySystemAC
APPLICATION-CONTEXT
APPLICATION SERVICE ELEMENTS
{aCSE} '
BIND DSABind
UNBIND DSAUnbind
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Laliolf o lalalf 3.2.9
: DSA JSlf e cn
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b e 0 LS Tanabl ¥ a1 oo lall el Dol e il Gl b Lol o il 5 (0
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e sl o s Gla directoryAccessAC Gkl — Ghuull e e olef ud algall oS 13) (z
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o Glgall g «li directorySystemAC Gukll — Gl oo e el as zalall oK 13 (s
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. directorySystemAC

A Galll
(X519 Luasil)

ASN.1 3._.;;.11 4 DAP J Sy,

. Luagll e | oo Gl Balll 134 ol
omlall Yy Langill 538 g_aq_”:.ll ASN.1 Lasillyy laaill Tslall @13 @l yasl | e e Jaidn gay
. DirectoryAccessProtocol : ASN.1

DirectoryAccessProtocol {joint-iso-ccitt ds(5) modules(1) dap(11))}
DEFINITIONS :=
BEGIN

EXPORTS
directoryAccessAC, readASE, searchASE, modifyASE;

IMPORTS
abstractService
FROM UsefulDefinitions
{joint-iso-ccitt ds(5) modules(1) usefulDefinitions(0))

APPLICATION-SERVICE-ELEMENT, APPLICATION-CONTEXT, aCSE
FROM Remote-Operations-Notation-extension
{joint-iso-ccitt remoteOperations(4) notation-extension(2))

id-ac-directoryAccessAC, id-ase-read ASE, id-ase-searchASE,
id-ase-modifyASE, id-as-directoryAccessAS, id-as-acse
FROM ProtocolObjectldentifiers
{joint-iso-ccitt ds(5) modules(1)
protocolObjectldentifiers(4))

DirectoryBind, DirectoryUnbind, Read, Compare, Abandon, List, _
Search, AddEntry, RemoveEntry, Modif yEntry, ModifyRDN, Abandoned, AbandonFailed,
AttributeError, NameError, Referral, SecurityError, ServiceError, :
UpdateError
FROM DirectoryAbstractService

directoryAbstractService;

-- Application Contexts -~

directoryAccessAC
APPLICATION-CONTEXT
APPLICATION SERVICE ELEMENTS {aCSE}
BIND DirectoryBind
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UNBIND DirectoryUnbind
REMOTE OPERATIONS (rOSE)

INITIATOR CONSUMER OF ({readASE, searchASE, modifyASE}

ABSTRACT SYNTAXES (

id-as-acse, id-as-directoryAccessAS})

== id-ac-directoryAccessAC
-- Read ASE --

readASE _
APPLICATION-SERVICE-ELEMENT

CONSUMER INVOKES ({read, compare, abandon}

== id-ase-readASE
-~ Search ASE --

searchASE
APPLICATION-SERVICE-ELEMENT

CONSUMER INVOKES (list, search}

== id-ase-searchASE
-- Modify ASE --

modifyASE
APPLICATION-SERVICE-ELEMENT
CONSUMER INVOKES
{addEntry, removeEntry,
modifyEntry, modifyRDN}
== id-ase-modifyASE

~-= Remote Operations —-

read Read

compare Compare

abandon Abandon

list List

search Search

addEntry AddEntry
removeEntry RemoveEntry bt
modifyEntry ModifyEntry
modifyRDN ModifyRDN

-~ Remote Errors ~-

attributeError
nameError
serviceError
' referral
abandoned
securityError
abandonFailed
updateError
END

AttributeError
NameError
ServiceError
Referral
Abandoned
SecurityError
AbandonFailed
UpdateError

o
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B Galll
(X519 Luagilly)

ASN.1 jua 3l LaDSP JyS syl
gl e ke JSd 3alLl I:u(,j :

: ASN.1 J.nLn.UJS.u.u t_t.a.a\,.\” XYY ‘;Au&.y;ll ASN.1 MLJLA.JLI MIuLﬂaﬁJ' &-AAL)A-AA-H\,AJ
. DirectorySystemProtocol

DirectorySystemProtocol {joint-iso-ccitt ds(5) modules(1) dsp(12)}
DEFINITIONS ::=
BEGIN

EXPORTS
directorySystemAC, chalnedReadASE chamedSearchASE chainedModifyASE;

IMPORTS
distributedOperations, directoryAbstractService
FROM UsefulDefinitions
{joint-iso-ccitt ds(5) modules(1) usefulDefmntlons(O)}

APPLICATION-SERVICE-ELEMENT, APPLICATION—CONTEXT, aCSE
FROM Remote-Operations-Notation-extension
{joint-iso-ccitt remoteOperations(4) notation-extension(2)}

id-ac-directorySystemAC, id-ase-chainedReadASE,
id-ase-chainedSearchASE, id-ase-chainedModifyASE,
id-as-directorySystemAS, id-as-acse;
FROM ProtocolObjectldentifiers
{joint-iso-ccitt ds(5) modules(1)
protocolObjectIdentifiers(4)}

Abandoned, AttributeError, AbandonFailed,
NameError, DSAReferral, SecurityError, ServiceError, UpdateError
FROM DirectoryAbstractService directoryAbstractService

DSABind, DSAUnbind,
ChainedRead, ChainedCompare, ChainedAbandon,
ChainedList, ChainedSearch,
ChainedAddEntry, ChainedRemoveEntry, ChainedModifyEntry,
ChainedModif yRDN, DSAReferral,
FROM DistributedOperations
distributedOperations;

~- Application Contexts --

directorySystemAC

APPLICATION-CONTEXT
APPLICATION SERVICE ELEMEN’IS {aCSE)
BIND DSABind
UNBIND DSAUnbind
REMOTE OPERATIONS (rOSE}

OPERATIONS OF {
chainedRead ASE, chainedSearchASE, chainedModifyASE)
ABSTRACT SYNTAXES (
. id-as-acse, id-as-directorySystemAS}
z= {id-ac-directorySystemAC)}

~~ Chained Read ASE --

chainedReadASE
APPLICATION-SERVICE-ELEMENT
OPERATIONS {chainedRead, chainedCompare, chained Abandon}

== id-ase-chainedReadASE
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—~ Chained Search ASE --

chainedSearchASE
APPLICATION-SERVICE-ELEMENT
OPERATIONS {chainedList, chainedSearch)
== id-ase-chainedSearchASE

~- Chained Modify ASE --

chainedModif yASE
APPLICATION-SERVICE-ELEMENT
OPERATIONS
{chainedAddEntry, chainedRemoveEntry,
chainedModifyEntry, chainedModifyRDN}
== id-ase-chainedModifyASE

-~ Remote Operations --

chainedRead ChainedRead =1 -
chainedCompare ChainedCompare u=2
chainedAbandon ChainedAbandon =3
chainedlist ChainedList = 4
chainedSearch ChainedSearch =35
chainedAddEntry ChainedAddEntry =6
chainedRemoveEntry ChainedRemoveEntry =7
chainedModifyEntry ChainedModifyEntry =8
chainedModifyRDN ChainedModif yRDN =9
-- Remote Errors --

attributeError AttributeError = 1

nameError NameError = 2
serviceError ServiceError =3

abandoned Abandoned =5
securityError SecurityError =6
abandonFailed AbandonFailed =17
‘updateError UpdateError = 8

dsaReferral DSAReferral =9

END

C aalll
(X519 Luasilly)

JaSsigsdl clegast Lopell Glisae gase digyas

Dl Ga ki JSiu galll ia o)

. ProtocolObjectldentifiers

ProtocolObjectldentifiers {joint-iso-ccitt ds(5) modules(1) protocolOb jectldentifiers(4))
DEFINITIONS := -
BEGIN
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Jalall b Unnioadl cygaill oL selyd 16

Lokl gl plis selsi 2.6
Clijile myaialii aelyd . 3.6

ASN.1 3uajill b 5G] cypail] dalai] — A Galll
 egpail! ki selyiy blYl aygd — B Gall

Ll gguall = C Galll
Jagtl 0
umubvﬁlpylwglwwlwmulwﬂl S5bisll go Tyl 83 ciauiy 1.0

MalSio S yiias G Sas ¢ Lgmingms (il Sl claslae po ¢ Lalis¥l 530 JS degana o - Jalall Lot s dumiy o leglall
@legdsl! ops JLas¥ ! Jaguad Sole Janies (DIB) Julall erloglae 3ae i’ Tasione § Lol Jalull colaglae of . Sks porws
- Lty o clegudgll oda o JLalY ! g of ¢ bl selyiy iaylally ¢ palist¥ 1y OST Gaudaill LS o o Sl

O (3 s Judis prasan O Gale (5311 (OST) Ll Ll Sl Juua il b (g5he (53 sts Jolall g 2.0
P olastall daflae LalisY Sl auagill 3283 (o ¢ 513 das Jaagill Hulas jué - Ll el

£ (piliae g s (e 39,11 -

¢ dhias ollaf cal degus ol -
¢ daBat ! wiaill @ligiine @lyd -
cdabas laefelyd -

JL:.AJ uglumu@ysguﬁsmws:;,mugmwmmiwlm:...a,nl.;\...‘_h.. 3.0

+ L) gaill alas -“'J‘u‘ lose Ldsf saas LMJJI sda ol . X.521

e gy cpaill Gy 3l Jal<ll salaall ASNLL a0 il (pas ¢ Lasasill 038 (po s 3 4 (sl « A Galll 5 4.0
T e

LLas¥ il Gy e (g5ins Laagill 038 o k3o JSits ¥ (31 B Galll i ¢ Wyl o aiie ol n 5.0
.q,’.'n”
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Saabill Jlaay (gull 1

ol kel (a5 (350 5SS 31 cppadl] Lals] (o e Tonagill 030 iy 1.1

.3.2.16111.2.1C,ac,f_,iﬁl‘;iiq”a“.a&ibﬁul:tg,:cwﬂl(rmubid)L@ibl 2.1

s bl Llasions 47/ MJiomly,ﬁ&:gﬁJ@; q,ml(rm.um,)J.mu;g;,g 1.2.1
gu..\l,n‘,numb,wsuu‘m,nl.ug.amwsw(f.guw)m s Losie — Zaaste

: " ..\...\a..\al\,dl;u.uY.\..dWLwa\,a

23 A b g I ] Gakail] figh Lals o ¢ Jgalt wsnnall 6 Lol cgpaill (pdii e (g8) Bl Gas ) 7 2.2.1

ool Galaill Laliall sulall i 5aaase Ulall

il 038 i€ Uy . cygail] e (Lalss e 18) Lalad! plalad] Busda bl suad & Dyla) Uabeu JSI (S 3.2.1
LIS iy Ly V) Ll lasiaa! poleinns ¥ (o A Lyl llabead| 5 ¢ lpall sanall e i

e 2
;,IJJI;LuaimolJLz-Iso 3166
(1O 8824 L.‘..u,J..l) (ASN D) sasadl platl .u.l,m,.,.,.nuly u,..llu.bug_.mwl-xzos «m\,.n
(IS0 9594-2 Layi skasl) g ataill — Julall — X501 Laua gill
(IS0 95947 Layi Llail) Sl wlegudpll olid — Jalall — X.521 Luasill
Ll gally Lilagll Liilell o @,¥) a0 55 — E.123 Luall
| 0‘-‘-.‘4--’-“ 4 3
cosllhs (1
il akiiselyi (o
el T (g
© 3aalall 4
I ASNT @l SU il 5sa sl Ual s Tyl 83 d Basae oA Lali s gy cypill Ll

ATTRIBUTE ol & alyi — coailly caill : by SWoia 5 e L3I oy X.501 dauasill i
' - . ATTRIBUTE-SYNTAX

attributeType caill Ah delydy aadll bow) Hley” gaaskl Liggl HLayae T8 Jari iy
Sy - il okl aelydly crpaill lalas¥ 3l Laadll p gudoll Loa olijna cisyas J.Jw (attributeSyntax 4
' XSOIL...;‘,‘JLB@:.ILI‘;BL.AI.L“»S
w.‘lld..lllui.ll '.e.uamg_h L‘a.u.ngall( )s[,bdla,bﬂlmwlm‘,mrub

,.utq,u}u.w -1 auadll

L cpaddl baladi ci

J.r.ulumws.ud...nm a0 ks & S cgaill o ol Bae Loamil] 03 iy
ol cygas LT 1.5

 Jalall Gy Tig paldl cole guighl I 5ilall wlaglalls 31 cypail] (o alai¥ sia
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o ' 7 (¢ s4st! i) Object Class 1.1.5

Liph Ciytn gt Ul ie Lo X.501 Luaill b same b Julall 5a igyall « Object Class ciaill laai |

objectClass ObjectClass == {attributeType 0)
s lazull aiu¥l) Aliased Object Name 2.1.5
(4 v - _
. tM&,‘d)MMl&L‘XSOIWIQJmelwulI..\.ﬁul
aliasedObjectName _ AliasedObjectName == {attributeType 1}.
(Gadl o layles) Knowledge information . 3.1.5

O-Sagy u\__a.nDSA J._S\, lgale J.L_y..._; qﬂl 3 aall S jia liuay 3as KnoWIedgg information caill laas )
- B el yall all Sl Gl
knowledgeInformation ATTRIBUTE

‘WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
== {attributeType 2}

4_A1Aa.nuLs\,-A‘,u.s(_a|)‘amlﬁrn"cuhﬁyélhhbj'ul«,“bé]&'ﬁ@lwhhy|bu u'
(iad! psul) Common Name 1.2.5 ‘

H*l(..&._’\,xd.a’dg_l l.u...luul‘)....allr.ulul t\,.a‘,llg,au‘,u.smCommonNamemJILuul
LAQ-'UALA«\,.A&J"'“@'

WJIWG.LJ!PL.JIJImsjlumleuuaa‘,LA.MCOmmonName ua.Jl';.u@.\.alu,S..
SJ_aJIvuL._.ai\,‘iua&;:JIi..wl\,i. (J”I‘_,:u.“‘\,.ud&,”:s;.}gu:‘;m:)th) Luad st Lal fads 3540090
. (QC ¢ s Lasay! sie S) LoV 1y SN i (Jim‘il:)‘,:.:.?;h&:ﬂl ie Sa) ullgs Ao o Wilat HlJ" ¢« gAY

: B

"Mr. Robm Lachlan McLeold BSc(Hons) CEng MIEE" = CN

"Divisional Coordination Commlttee =CN

B : “High Speed Modem" = CN

z,_‘,;q, Loaiia cial o JSity ganad| p gudghl Galias T ioths Silaall gaaa )

u_c (.ala...dl Jﬂi o dSun g..L.II g.ma....ll f.....YI .JL.a.m.lS lg.[,.u L.al G QS).nuu @~ Sl <Jla

| | | ci"'Jee'-:'rUJ
commonName A'I‘I'RIBUTE
WITH ATTRIBUTE-SYNTAX
caseIgnoreStrmgSyntax

- (SIZE(]. .ub-common-name}))
== {attributeType 3}

(Zﬁulr.al)Surnanw 2.2.5

u,SJGJ“JQI\”MQJALaJl‘ gyluaulgundlﬁf‘sjl&,aﬂlus‘,dlJ..\a..SurnameuaJILuul
Ll o Lq,,u
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- "Mc Leold" 3Ga ¢ duliw Sumame cuaill aid gaal (4s$s

surname ATTRIBUTE -
.+ WITH ATTRIBUTE-SYNTAX -
' caselgnoreStringSyntax
(SIZE(1..ub- sumame))
== (attributeType-4} '

(M’p—b’l) Serial Number " 3.2.5
 Slead Jeabuaall 6301 ¢ Gyph iyna sy Serial Number caill lasi &)
- elball Ul Aales Serial Number cunill pa aaf (35S
serialNumber A"ITRIBU'I’E
WITH ATTRIBUTE-SYNTAX

printableStringSyntax

(SIZE(1 ..ub—.serial-number))
== (attributeType 5}

Lilydall cyailf Ll 3.5
b sl L Sl LU Ll aall pualglly Glats cppaill o LY 03 5
(.:.I:JI'....../)CountryName_ 1.3.5

Gul RUA{ R <_.‘,,,a A a4 ¢ J.J.sll QJHY aJs;sJu:u... L..{;.-.J faly 4;~'cOunzry Nm il J.M’ul
. ISO 3166_,l:\alngbJLMduLucountry “a",‘e“*""'rf‘tsr‘*lqéd o
countryName ATTRIBUTE oo C
WITH ATTRIBUTE-SYNTAX e L
PrintableString (SIZE(2)) - IS 3166 codes only o
MATCHES FOR EQUALITY

SINGLE VALUE
== {attributeType 6} -

J_-Ivat_n._da.lla.s._cL_dlum?_ALa.Jlluu.ar_-_eulg;n_&.lld..u_ﬂlg.\_cuul ,
. caselgnoreStringSyntax
(d;ll'u.al)Locahty Name 2.3.5
u.kaaq_.*,‘u_.‘)a.u‘.‘,_ﬁ.. J..I.dlq.ef.....Yu‘,SnSdLu.u...ls.\l‘, d;a.x.\.s...LocalztyNameua.Jl.Luul :
Laulia (o)A LA Led p guagll l.l.‘(.\al.n.n.auug.n“\,l: okl g pudgll Lsla Lg.mc.ud“Jl GLilha
- "Edinburgh” = L 38  dules Locality Name Ja fyo cail] Lasd 3$5

JlocalityName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub- -locality-name))
== (attributeType 7)

(bl 0 ’ pesl) State or Province Name 3.3.5

<y thJ.xll 94?.....9 A.USAS dLu.u...IGJ\, u.l.l.u\,l «Y\, .;4:...Slate orProvmceName_uu!I .Luu' )
. "Ohio" = S 3lia. <.L...L.u State or Province Name J;l O canill “-“‘u}S‘ '

stateOrProvmceName A'ITRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-state~ name))
= {attributeType 8) =
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(e oLt 5 lgic) Street Address 4.3.5

-~ (51 ¢ (g ul‘,.ucuic ol f..l......Jl\, gl;.ll @”J'Jsl O Ladige duan StreetAddress;u.Jl.L....ul
uc.u‘sdlt_,hallul‘,.mﬂ,aqwuuwagaruﬂu\,&;.\SJA.a_..ul I..\’, J).Illr.ﬁ”éd(-&"JluL\-ll'\"&J'—u.Jl

"ArnulfstraBe 60" Y « deulis Street Address el G.s.-.l Qs

streetAddress ATTRIBUTE = .
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-street- -address)).
:= {attributeType 9)

el g oL 45
(’u.!s.'ﬁll l)Oréanization Name 1.4.5

plals Lyga .._c_,.a..\,.g.nJ.Jag_n pe LSS dlaaiad (galy - Laskili sias Organization Name el .In..ul
p—lailt L g, & d .. Organization Name eo—aill g0 3 G.s_s! S—5S5
Uysad o cas pad Yy ol pabill alias ol g‘-“fJ-.‘-‘-' Ju- ("0 = Scottish Telecommunications plc" i)

‘organizationName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-organization-name))
= ({attributeType 10} :
(Casbsisl/ 5unyll ainl) Organizational Unit Name 2.4.5

gd « Jalall 9"?""‘9 GoSaS dlainal (galy . aalaiill 8aay ssas Organizational Unit Name caill laas (|
- gankl g gedigll lga] ol aalil Baay Lyga Cija

- Organizational Name il daloygs dal] jlikio palais 50 o3 o led] Hlad) kil Saay O s

[CAPS uALA.o ol 9‘“‘" Gl Jalall e psa 9.. Organizational Unit Name i Jaaiol 13] - dlif a5
. Organization Name

Ga LJ; bdﬂd"ds._uu(s.\._" p—absill W, 55 deulis Organizational Unit Name cail! pab gaal 65
- gl Leadia cad dasd (ySs Bole Jaaiuad ] "TD" yuaiddl i Ladlyy . (OU = "Technology Division" ¢ 3Ga)
. : e
O = "Scottel",OU = "TD"

organizationalUnitName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax -
(SIZE(1..ub-organizational-unit-name))
== (attributeType 11} L

(i) Title 3.4.5
CpalaiS d g geingall Tuall Talagll of cpall pudigll saas Title i) Jaad )
. IL...L;.Titlt;c;aillﬁj"s;_,!&sg';;_ i
oo dBa.
T = "Mariager, Distributed Applications”
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title ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-title))
u= {attributeType 12}

Lyncadil eppaill olasf 5.5
. &H&M@(M&L: Mio) peuis 834 cygaill Lalasf
- (<asll) Description ~ 1.5.5

- palall g pa gkl Gias Lad suas Description caaill lasi )
alael Lalasll elaglall Jolal paiysill LS Chuayll dasas & (Sas “ulall b oLl s g yuiilla
- il ulaa
. Ueaduw Description cusill asd gaa) oS5
description ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax

(SIZE(1..ub-description))
== {attributeType 13}

(g:m.J/.s...b).)Search Guide 2.5.5

b Liacdia 0395 5 (S 3l o 30l Siad) jpuilae cilaglae suss (&saall 52 50) Search Guide cuaill laas f
s of ¢ ul: S Gaaall Lilasd Wilge biulis lc‘,‘.".\,..;,_,.ﬁc,'l%";dld.-‘;l..\llui.a.,

L a8 iy i pmall £ yad ! T om 501 g i e it sl pulaa )
(s (Samall i on i S (0] a3 SIS Ol - ¢ Lo sl o ellanind 3301 Lkl ] 3501y ol
- i ol - S Lyl

O Mie Eadli ¢ llall Lalasf i bide Gladl Y Jad (a5, o1 (1 Sas Search Guide easill ) -
gaall o Lidlail & alaill Sas ¢ (paliiS 0 yad k) Organizational Person i (S uaist) Residential Person
- Search Guide 1,8 &ua ¢ Jasll ol
searchGuide ATTRIBUTE
WITH ATTRIBUTE-SYNTAX

Guide
== ({attributeType 14}

Guide == SET {(

objectClass [0] OBJECT-CLASS OPTIONAL,
criteria [1]  Criteria}
Criteria =
CHOICE( .
Type [0] Criterialtem,
and [1] SET OF Criteria,
or [21 SET OF Criteria,
not [3] Criteria
Criterialtem
CHOICE (
equality [0] AttributeType,
substrings [1] AttributeType,
greaterOrEqual [2] AttributeType,
lessOrEqual [3] AttributeType,

approximateMatch [4] AttributeType}

bt (Tatl) Locality g guagll 8 Jalia b L33 Koy Search Guide canill LalS dagd (b Losi : JBia
+ (3Sew yasit) Residential Person ¢ gudgll Bil Jalss slaa] (Say AS
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residential-person-guide Guide == {
objectClass residentialPerson,
criteria and {
type substrings commonName,
type substrings streetAddress })

, ' : Jawggall Cu.,u Laad s (1) Ul u'
intermediate~filter Filter == and (
item substrings (

type commonName,
strings {any T61String "Dubois” }), - value supplied for Common Name

“item ‘substrings (
type streetAddress
strings {any T61String "Hugo" }})} - value supplied for Street Address

: Loe il ol b (iSuu st Residential Person Jalall Julas le puds Laitipn g5 (2) Uaydly

residential-person-filter  Filter == ({
and {
item equality {
objectClass,
OBJECT-CLASS residentialPerson }
mtermedlate filter })

(Jle¥! 4..:) Business Category - 355

Sk pala SYE . R byl va JL.....L. Ll clagl ssns Bisiness Category el

businessCategory ATTRIBUTE
WITH ATTRIBUTE-SYNTAX -
caseIgnoreStrmgSyntax
(SIZE(1..ub-business-category))
= (attributeType 15))

Gyl Ggiall cppas dalas] 6.5
- E3mat] M ol sl ala o G35 laglally 3145 il o LY 00
(¢sanl! 5siall) Postal Address 1.6.5

J=id e Lol J..L....,Il @sU aalolt Jal e QJ)UI Olgiall slaglan sass Postal Address cadll laas
- gl gyl UJ! sl el

O——s Lidllail 5L S cygni (ba L—asac dl3e Postal Address coaifl o & gual ;9SS
30 L‘.LGLK‘.SJA-IJLM.&I? Cows Bagrany F.401 Luagill Liy« 1 ad, MHS Unformatted Postal O/R Address version 1
paly ] S b ol e Wasiis 1S lgie o Lsall olaglall GsS38alall crnay . Lyl | 350l gl o Jaits Lo
.35t Lualall ool (kg syall Gptham 3+ LaTYN iy Qs ll 801y Galolal 5f T glly Tl « 4niy L

. | Y
postalAddress ATTRIBUTE

WITH ATTRIBUTE-SYNTAX PostalAddress

MATCHES FOR EQUALITY
== ({attributeType 16}

PostalAddress z= SEQUENCE SIZE(l..ub- postal -line) OF CHOICE (
T61String (SIZE(1..ub-postal-string)),
PrintableString (SIZE(]..ub-postal-string)))

. caselgnoreListSyntax Jai po Giakall 5ae Gl i 4 baaill 138 o i oo Tadall Julall 50cG o
> oo oud (oA O pa 2 : e
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(Lall i acall) Postal Code . 2.6.5

Leili 5 mdla 0da conill Lasd <6 13k ¢ cacull § g gall Lu il a‘,m.ll Saa Postal Code cuaill lasl ()
- gadsall sl Glgiall G 'w—'-w&
. euliw Postal Code cail r-ﬂcs-h‘ aess

postalCode ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
, (SIZE(1..ub-postal-code))
== attributeType 17)

(will 3Ks jysiva) Post Office Box - - 3.6.5

13l - ool gyl il Glalass ¢ 3okl it (5311 syl pim ssms POSE Office Box casill s )
. tﬁﬂg*ﬂ)&"bl’m'b‘ L}?“”S: LO‘:'nu‘ 3}&[&@&“'@&3&

postOfficeBox ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax

(SIZE(]..ub-post-office- -box))
:= {attributeType 18)

(g9 U/ paliill L3S asul) Physical Delivery Office Name 4.6.5
A ill S Lpad aangs (1 o ! Lsally Bl POM XN Physical Delivery Office Name =il o) ‘
oo "ol el (3K pal” canill s (gaa] 539
physicalDeliveryOfficeName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-physical-office- name))
u= (attributeType 19)
e¥Las¥! Ja o Tyiad) cpas blail 7.5
+ VLI il Byl e £, 30kl JLeaid 3ol il claglans B1aT cipnill (o Ll 03 5

(istel/ pd) Telephone Number 1.7.5

- gaasl balao Cislgll Lad) suan Ciilgl/ ad) canill baai )
4_J‘,.ﬂl~_n_.L¢J|\.quJ_mJuu_nllg_l‘,ﬂl‘,_~.JlgLL§:duJu ._uLgJI phy il pad gaa] (S
. "+44 582 10101" 5. (E.123 4....4,..“)

telephoneNumber ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
telephoneNumberSyntax
== {attributeType 20}

(U.Sl:ll[..i' J) Télex Numbér 2.7.5
.mmawqumuwyﬂwu sl LISl S 1y ¢ SEH 03, st SEI oy ] i )

telexNumber A'I‘I‘RIBUTE
WITH ATTRIBUTE-SYNTA X TelexNumber
== (attributeType 21}
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&l faglie Jai e ulgén:d.! gJJ_dl ‘,udl L,a[,. d.L...L.. International ISDN Number ciadll Lasi 6
. CCTTT Giall E.164 daumgill b ol ISDN

mtemahonalISDNNumber ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
NumericString

(SIZE(1..ub- mdn-address))
= ({attributeType 25)

. numericStringSyntax Jal ;e Ghll ac @ i ot baaill 134 5o il e Gaball Sol@l 3ac ol .
(Jowal! 51yindl) Registered Address 7.7.5
o Rl Yo . Bars Cusa thse b tyasd calias §lgial ’I,S.'\: d3a. Registered Address cuaill .Luuj '
- (F-1 Luayll Gig) Lagasd! 3l Loud ptEll Jantowy « Loall i A?QIQMI ald!
registeredAddress ATTRIBUTE

WITH ATTRIBUTE-SYNTAX PostalAddress
= {attributeType 26).

(1<il/ JI j231l) Destination Indicator ‘8.7.5
<5|) t\,_..aj raalball Lu..\lb oLl (F.3 4F.1 Mﬂ (Eag) vass Destination Indicator il .IM..UI o
- Liaganll 3l Toad gl cpa33Uly (] oyl
. duuliu Destination Indicator el pab gaal 4SS

destinationIndicator ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
PrintableString

(SIZE(1..ub-destination- ~-indicator))
- alphabetical characters only

MATCHES FOR EQUALITY SUBSTRINGS
= {attributeType 27)

J.gig,.«.i_a__;ul_.\_gl\,_ﬂlu.ng_.l“m 138 o pad (e T3 bl LG SH o ey 3 )

. caselgnoreStringSyntax

( dLail/ ’...L...J/ i, _')L) Preferred Deltvery Method 1.8.5

JLai gela! wgJ!m)Uluas Lok g udpll i Lyl Y1 25, oaas mr,_mrza,,x,z.‘.un

preferredDeliveryMethod ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
- SEQUENCE OF INTEGER {
any-delivery-method 0),

- mhs-delivery n,
physical-delivery 2),
telex-dslivery : 3),
teletex-delivery “4),

g3-facsimile-delivery (5),

gd4-facsimile-delivery (6),

ia5-terminal-delivery ),

videotex-delivery (8), :

telephone-delivery 9)) ‘
SINGLE VALUE

== {attributeType 28}
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OST Guuleilf cygus ol

. oSl Gl Tl o 3920l leguipll Ghall elaghall jads bLEY] 03i o)
(r.-.mll U(,..c) Presentation Address

. X.200 Lngill b siao ga LS auuiill Glyie Presentation Address caill X "
o o 34 LS e ,r_ﬂcs .

presentationAddress ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
PresentationAddress
MATCHES FOR EQUALITY
SINGLE VALUE .
== {attributeType 29)

PresentationAddress == * SEQUENCE"

pSelector [0] OCTET STRING OPTIONAL,
sSelector [1] OCTET STRING OPTIONAL.

tSelector [2] OCTET STRING OPTIONAL,

nAddresses [31  SET SIZE(1..MAX) OF OCTET STRING)

13) Sace L[,‘cJ..LA..C‘,...nlIr...\.LJI,_,L,.mUI uvaul luw'hougudnll..LLi:JhuLnul .

95

1.9.5

_ (,s\_,c..dl Bashil/ d’-'-“') Supported Application Context
(uhLLmJl) dL‘-'-'-' b £yl g,g.ll (liyre o) Gan saay Supported Application Context cuaill laai

2.9.5

(OSI‘,..\L.Q..ULS)&,.A\,lI(ng.m‘,l)ML,;J...

suDDOrtedApphcatnonContext ATTRIBUTE
WITH ATTRIBUTE- SYNTAX
‘ objectldentifierSyntax
“= ({attributeType 30)

Gl eypai o lai
clala lt.\,.a.a".n Lo JSits a s Q_Jl « olegd gl Hads olyglres 3las bla¥l sia Ol
(MOMember
- g yall calal s lawll e 850} saas Member gde caill bai )
« 2ae Lol Member ciaill aid gual ;5$5

member ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
distinguishedNameSyntax
= (attributeType 31}

‘ (aﬂal)Owner
J)iuuluSuJ ( st"u.ab‘,.a_,\_r\uulugu) lJ‘“ LuaIOwnerua.JI‘..nG.\alwi.
owner ATTRIBUTE
WITH ATTRIBUTE-SYNTAX

distinguishedNameSyntax
== ({attributeType 32)

X520 Liaysll — 8. VIIL Lt ,<I)
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(Ls4!! Jé L) Role Occupant 3.10.5

‘a.n.ln.u" i 199 (5433 g 9ed90 puul Waas Role Occupant caill laai )
) . J:\M r.a.u 9..‘ Role Occupapt aanll ﬁdl ‘5-\5! u!
roleOccupant. ATTRIBUTE

WITH ATTRIBUTE-SYNTAX

distinguishedNameSyntax
%= ({attributeType 33)

(Lq_:l'_,.la..l) See Also 4.10.5
(all Gans o) 5o LH\,TQ,SSJ‘;SA.:J:JJHF&,&TQE@&&;L“JJA:._-SeeAIsoa:CJI.I.AC,! . )
. Iaas Lacu] See Also ga.‘.llr:_.i‘s.\a!g,i‘.

seeAlso ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
distinguishedNameSyntax
= ({attributeType 34)

;:l.;.AY’C(,L;I/LLAJi 11.5
s lae Lo ¢ X.509 »L_ua‘,:ll;’,‘iSJ.LugAJ. ol @I3liels i £ gud ol als 3o cygasll e Jalas¥ 2 )
- g aadsall Lisa e

(Jotieud! yuu LK) User Password 1.11.5
userPassword UserPassword
== {attributeType 35)
(Jasicul/30lgut) User Certificate - 2.11.5
userCertificate UserCertificate
== {attributeType 36)
(bulptd) jlun] taliusulgt) CA Certificate 3.11.5
cAcCertificate CACertificate
== {attributeType 37)
. (ZLL..J/; &J!L.‘.Li’) Authority Revocation List 4.11.5
aukthorityRevocationList AuthorityRevocationList
== {attributeType 38)
(clslet! - &) 4aiG) Certificate Revocation List 5.11.5

certificateRevocationList Certifi 1cateRevocatxonLlst
== {attributeType 39)

(pbliie olulpt £ 45) Cross Cerﬁ'ﬁcate Pair 6.11.5

crossCertif'i 1catePa1r CrossCemf icatePair
== {attribute Type 40)

cpaill olis selyi — 2?.9&!

a‘,.a.n.ll‘da.aul‘,.id._.)a:. : 6
‘_]‘._JJ/J:J‘}.MJIcudﬂrki dclyd 1.6

201 X520, Tguagal! - 8. VIII Lt <11



(354as 4ué) Undefined 1.1.6
s S Lt ) ()l o 301 sl Bina 4 Undefined cunil ol se i o)
SWI b Sl Ba el (6T gty ANY @labane b ol 5uaal 1S cpne condl 2 aliill ae [y wasas o)
. eaillJad o0 ATTRIBUTE
undefined ATTRIBUTE-SYNTAX ‘

ANY
== (attributeSyntax 0}

(Gead/ H:’I) Distinguished Name 2.1.6

i ae Ay s_',__usL....igA W&Jl.;uasﬂSmgaDistinguishedName il ps aeled o
- g ydgall Lygdl Ciyae (pans lae Lo ¢ X501 Luagll

distinguishedNameSyntax DistinguishedNameSyntax
= {attributeSyntax 1}

(e s4sl Lsgl! iy2s) Object Identifier 3.1.6

b B oAy £ sudsl Liggll sre o Lpasd Sl cygaill s Object Identifier caill ol aelyd )
objectldentifierSyntax Objectldentif ierSyntax
u= {attributeSyntax 2}

dealed! ygnil abiill uc i 2.6

cdYs g,-‘id.us ¥ g WV etalall ;,._.:;:4.2.6 ol 1.2.6 ol 5l b Boaaldl dLill selyd o

¢ degadas dacw Jy Bauas gill el -

fig\,:.laa@‘,iigbg:.llalélﬂl -

(Baalyf 15 Towd Bl 5 y0all) Lasliall sosashl Llatall o lalHall -

G,LUYJ‘;TJ_& Y"‘_‘Jlaulﬂldq._.ds.:gdemuh o sion Laliill uclgill o3¢l Gullall cygaill )
. aelgdll sagh
(oLalill 5336 diulis) Case Exact String 1.2.6

LG Sl i ¢ T.61 Jeadtad ) Jdw lg..:\igs.llq,a.lﬂs.u.n Case Exact String cuaill alas aclyi ()
Jslis ¥ "Dundee” : 3a) G,k @bl AYs Jass (Lole 5 yp0ue claw/Lals S S olaw) Lalill 6S5 Lasie (Sl o (debidall
. ("DUNDEE"

caseExactString ATTRIBUTE-SYNTAX
CHOICE {T61String, PrintableString)
MATCHES FOR EQUALITY SUBSTRINGS
u= ({attributeSyntax 3}

skl ui cpileabeadl 039S &1 i ¢ (ggbeaill STy Lagia s lgn ol s Lealiill e [yill 83 Lagd cpibeuden Jaaf Gy
lasadl 59 Lasie ¢ T-61 Uoakew o 03585 o5 (5Sas Lo Luall Wl el ) Lol Uolisl laaad| (355 o oy
T.61 bl Las 3 13] Yalillyy . prale Yt T L palsiy « debiball Wlal o lasd! pila b LaalE Baganss st
' J&afdali:ukl,wu}n‘igbkﬂihlﬂlwlomr&gﬂw&
(cbalill falas dosls) Case Ignore String ~ 2.2.6

LGl Joudd i T.61 Juuduad ) Jodls oo lasi Sl cygaill Suse Case Ignore String casll alis aclys
«("DUNDEE" g (34(s5 "Dundee” Sia) &l bl @Ys Jasd ¥ (Lole o Lab olow) Lalill 0S5 Lesie oSly (Gelkll
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caselgnoreStringSyntax ATTRIBUTE-SYNTAX
CHOICE (T61String, PrintableString)
MATCHES FOR EQUALITY SUBSTRINGS
= {attributeSyntax 4)

823l wlawd! ) lue Lagi ¢ Case Exact String cuadll alai e lyal 31 selyall uid o Jalil) e si )
- Gl (@ yutas Labll Las

(ZcL_..LﬂilgElliL..LJI) Printable String 3.2.6
- debball WG Jdls o2 lpasd Sl cogaill 3uss Printable String cuadll alis se {od )

printableStringSyntax ATTRIBUTE-SYNTAX

PrintableString
MATCHES FOR EQUALITY SUBSTRINGS

== {attributeSyntax 5}

. Case Exact Strihg candll alis ue lgil 1 ae (gl uis o @l seli o)
(G l/esleall) Numeric String 4.2.6
+ Zaady Jrdls l@...aig‘.ll.:{,a.-ﬂ 84sa Numeric String caaill alis ae Ly ).

numericStringSyntax ATTRIBUTE-SYNTAX
NumericString
MATCHES FOR EQUALITY SUBSTRINGS
== (attributeSyntax 6}

¢ Ll olaws paan o ¥4l ¢ Case Exact String call phas aelydl Al selpdll it o Jalasll uelsd o
B N . Gylall o8 Gadas

(cball falss ZJE) Case Ignore List 5.2.6

31 T.61 Jdhall) Jsudhd | e ol oo Leasd Il cygaill 5asa Case Ignore List caaill alii aelyd ) :
G, S LB UV Jaas ¥ (Lale of La b aw) Lalill 5S35 Laaie oSy (EcUaJ.I WG Judtad

caselgnoreListSyntax ATTRIBUTE-SYNTAX
SEQUENCE OF
CHOICE {T61String, PrintableString}
MATCHES FOR EQUALITY SUBSTRINGS
== {attributeSyntax 7)

casall Guis 32 Lagia JS b Jeadleadl sae oIS (13] daddg) 18] (gslesil] U)LW Case Ignore Lists ‘:,L‘.Jli‘:ﬂl.h
3,44ll) Case Ignore String cuaill alis uelsil @I Byl i ga ad¥) Galeall 13a o) . 3alyT WEL Judbull cilSy

.(3.1.6
jito cppuil plailf uelya 3.6
(5¥) Boolean 1.3.6

(Bl 5 Lo 55 3 ) Ly Lo 1 cupuill Bsna s conil il ey )
booleanSyntax ATTRIBUTE-SYNTAX |
BOOLEAN

MATCHES FOR EQUALITY
== {attributeSyntax 8}

 cpiha f (ptln LaabS B 13] cgplell T cyn Tralisl e il 0da cunid (yBiasi i
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. ‘(c-.ua)lnteger' s 236
. Laaaia glaed lg.u.l o ...Ua..ﬂ 3aaa Integer u.a.Jl rlu Jc[,a u' )

integerSyntax ATTRIBUTE-SYNTAX
INTEGER
MATCHES FOR EQUALITY ORDERING
== {attributeSyntax 9)

Gohaily . Lpauii (o Lagai Lasaiall slae¥l sl 13 wmld.a‘ib.aw' aelyill sigd cuas Liaad 315w
- dauauall olae91 M Ll 53l aclyd
(wJYIiL.La)Octet String 3.3.6

o ‘,JTJ“.)L..Q_A Wgﬂlq,a:.ﬂzm Octet String el plas selyd )

octetStringSyntax ATTRIBUTE-SYNTAX
OCTET STRING

MATCI—IES FOR EQUALITY SUBSTRINGS ORDERING
:= {attributeSyntax 10}

umwu,saunwmtuud,muk Loy ol Lalasll se fyall a3a ciluadiad 50 Lasic g
Seeifias O ghata (1 91 lipad¥ o ot A Lidlas il sayy - Bllaie (55 1 LU @l iy skl
» - Ll B Jedlead | Tl
(UTC Gusill (Mlad] eniill) UTC Time 43.6
+ Tillas deluw lgash Jia3 il cypaill 3aae UTC Time il alaill selyd o)
uTCTimeSyntax ATTRIBUTE- SYNTAX
UTCTime

MATCHES FOR EQUALI’I‘Y ORDERING
= (amlbuteSyntax 193}

uL...Nu’, uulum@m:us Idleu.JlJalwumumulu[,dhunggwu‘
. L G Gl (e T hual s Gl

‘ (slgl! o) Telephone Number  5.3.6
mh‘.h‘,lg‘ lg.us‘;dlq,a.d.lom(ml.g.llrn)) el alai aelyd o)

telephoneNumberSyntax ATTRIBUTE-SYNTAX
PrintableString

(SIZE(1..ub-telephone-number))
MATC}[ES FOR EQUALITY SUBS’I'R]NGS
= (attnbuteSyntax 12} - -

- \,C'ﬂluwl o> @38 13 ¥« Case Exact cuaill plas .\n[,.nl Q.Jl ac |l ‘_,“ug.AJJLBH aelyd of
Gl £ B cdlia ad

AéaJll
(X 520 funsill
ASN.1 juajill Laslidie ogas bLT

cbuagill Haeia ga t3_:.1.1! lia o)
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2Ll Sty Lomgill oia b dppalIASN T ,w.ug_.ul,uu Lilasll UL..,,Jl c.._wu...m

Selected AttributeTypes

{joint-iso-ccitt ds(5) modules(i)

. Selec tedAttnbu teTypes

selected AttributeTypes(5)}

DEFINITIONS ==
BEGIN

-- Exports everything —-
IMPORTS

informationFramework, authenticationFramework, attrxbuteType

upperBounds
FROM UsefulDefinitions

{joint-ISO-CCITT ds(5) modules(1)
usefulDefinitions(0) },

ATTRIBUTE, ATTRIBUTE-SYNTAX, AttributeType, OBJECI'-CLASS

ObjectClass, AliasedObjectName,

DistinguishedNameSyntax, ObjectldentifierSyntax
FROM InformationFramework informationFramework

G3FacsimileNonBasicParameters,

TeletexNonBasicParameters

FROM MTSAbstractService (joint-ISO-CCITT mhs-motis(6)

UserCertificate, CACertificate, CrossCertificatePair, CertificateRevocationList,

mts(3) modules(0) mts-abstract-service(1)}

AuthorityRevocationList, UserPassword
FROM AuthenticationFramework, authenticationFramework

ub-answerback,

ub-common-name, ub-surname, ub-serial-number,

ub-locality-name, ub-state-name,
ub-street-address, ub-organization-name,
ub-organizational-unit-name, ub-title,

ub-description, ub-business-category, ub-postal-line,
ub-postal-string, ub-postal-code, ub-post-office-box,

ub-physical-office-name, ub-telex-number,
ub-country-code, ub-teletex-terminal-id,
ub-telephone-number, ub-x121-address,

ub-international-isdn-number, ub-destination- mdlcator,

ub-user-password
FROM UpperBounds upperBounds;

-- attribute types --

objectClass ObjectClass ::= {attributeType 0}

aliasedObjectName AliasedObjectName := {attributeType 1}

knowledgeInformation ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax

== {attributeType 2}

commonName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax

(SIZE(1..ub-common-name))

== {attributeType 3}

surname ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax

(SIZE(1..ub-surname))

= {attributeType 4}

serialNumber ATTRIBUTE
: WITH ATTRIBUTE-SYNTAX
printableStringSyntax

(SIZE(1..ub-serial-number))

== {attributeType 5}
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countryName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
PrintableString (SIZE(2)) -- IS 3166 codes only
MATCHES FOR EQUALITY
SINGLE VALUE
== {attributeType 6}
localityName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-locality-name))
== (attributeType 7} '
stateOrProvinceName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(]..ub-state-name))
== {attributeType 8}

streetAddress ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-street-address))
== {attributeType 9}

organizationName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(]1..ub-organization-Name))
== {attributeType 10}

organizationalUnitName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-organizational-unit-name))
== {attributeType 11}

title ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-title))
== {attributeType 12}
description ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-description))
== {attributeType 13}
searchGuide ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
Criteria
== {attributeType 14}
Guide == SET (
objectClass [0] OBJECT-CLASS OPTIONAL,
criteria [1] Criteria }

Criteria ==
CHOICE {
type [0] Criterialtem,
and [I] SET OF Criteria
or [2] SET OF Criteria
not 31 Criteria}
Criterialtem =
CHOICE {
equality [0] AttributeType
substrings [1]1 AttributeType
greaterOrEqual [2] AttributeType
lessOrEqual [3] AttributeType

approximateMatch [4] AttributeType

X.520 Tuaagal! — 8. VI Ll ,<I)
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businessCategory ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-business-category))
== ({attributeType 15}

postalAddress ATTRIBUTE
WITH ATTRIBUTE-SYNTAX PostalAddress
MATCHES FOR EQUALITY
== {attributeType 16}

PostalAddress := SEQUENCE SIZE(1..ub-postal-line) OF
CHOICE {
T61String (SIZE(]1..ub-postal-string)),
PrintableString (SIZE(1..ub-postal-string)))}

postalCode ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-postal-code))
== ({attributeType 17}

postOfficeBox ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(1..ub-post-of fice-box))
== ({attributeType 18}

physicalDeliveryOfficeName ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
caselgnoreStringSyntax
(SIZE(]1..ub-physical-office- name))
== ({attributeType 19}

telephoneNumber ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
telephoneNumberSyntax
== ({attributeType 20}

telexNumber ATTRIBUTE
WITH ATTRIBUTE-SYNTAX TelexNumber
== {attributeType 21}

TelexNumber ::= SEQUENCE {
telexNumber PrintableString
(SIZE(1..ub-telex-number)),
countryCode PrintableString,
(SIZE(1..ub-country-code)),
answerback PrintableString
(SIZE(1..ub-answerback)))

teletexTerminalldentifier ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
TeletexTerminalldentifier
== {attributeType 22}

TeletexTerminalldentifier == SEQUENCE {
teletexTerminalPrintableString
(SIZE(]..ub-teletex-terminal-id)),
parameters TeletexNonBasicParameters
OPTIONALY}
facsimileTelephoneNumber ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
FacsimileTelephoneNumber
== {attributeType 23}

FacsimileTelephoneNumber == SEQUENCE (
telephoneNumber PrintableString
(SIZE(1..ub-telephone-number)),
parameters G3FacsimileNonBasicParameters OPTIONALY}
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x121Address ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
NumericString _
(SIZE(1..ub-x121-address))
MATCHES FOR EQUALITY SUBSTRINGS
== {attributeType 24)

internationalISDNNumber ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
NumericString
(SIZE(1..ub-isdn-address))
== {attributeType 25}

registeredAddress ATTRIBUTE
WITH ATTRIBUTE-SYNTAX PostalAddress
== {attributeType 26)

destinationIndicator ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
PrintableString
(SIZE(1..ub-destination-indicator))
- alphabetical characters only
MATCHES FOR EQUALITY SUBSTRINGS
== (attributeType 27}

preferredDeliveryMethod ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
SEQUENCE OF INTEGER (

any-delivery-method (0),
mhs-delivery (1),
physical-delivery 2),
telex-delivery 3),
teletex~delivery 4),
g3-facsimile-delivery (5),
g4-facsimile-delivery (6),
ia5-terminal-delivery ),
videotex-delivery (3),
telephone-delivery 9)

SINGLE YALUE
== {attributeType 28}

presentationAddress ATTRIBUTE
- WITH ATTRIBUTE-SYNTAX
PresentationAddress
MATCHES FOR EQUALITY
SINGLE YALUE
== {attributeType 29)

PresentationAddress = SEQUENCE {
pSelector [01] OCTET STRING OPTIONAL,
sSelector [11 OCTET STRING OPTIONAL,
tSelector [21 OCTET STRING OPTIONAL, .
nAddresses [31 SET SIZE(1..MAX) OF OCTET STRING)

supportedApplicationContext ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
objectIdentifierSyntax
== ({attributeType 30}

member ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
distinguishedNameSyntax
== (attributeType 31}

owner ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
distinguishedNameSyntax
== ({attributeType 32}

X.520 Taua g3l — 8. VI Lual ,<I!
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roleOccupant ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
" distinguishedNameSyntax

== {attributeType 33}

seeAlso ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
distinguishedNameSyntax
== {attributeType 34}

userPassword UserPassword
== {attributeType 35)

userCertificate UserCertificate
== {attributeType 36)

cACertificate CACertificate
== {attributeType 37)

authorityRevocationList AuthorityRevocationList
== {attributeType 38)

certificateRevocationList CertificateRevocationList
== {attributeType 39)

CrossCertificatePair CrossCertificatePair
== {attributeType 40}

-- attribute syntaxes --

undefined ATTRIBUTE-SYNTAX
ANY
== {attributeSyntax 0}

distinguishedNameSyntax DistinguishedNameSyntax
~ o= {attributeSyntax 1}

objectIdentifierSyntax ObjectldentifierSyntax
== (attributeSyntax 2}

caseExactStringSyntax ATTRIBUTE-SYNTAX
CHOICE (T61String, PrintableString}
MATCHES FOR EQUALITY SUBSTRINGS
== {attributeSyntax 3}

caselgnoreSyntax ATTRIBUTE-SYNTAX
CHOICE (T61String, PrintableString}
MATCHES FOR EQUALITY SUBSTRINGS
== {atrributeSyntax 4}

printableStringSyntax ATTRIBUTE-SYNTAX
PrintableString
MATCHES FOR EQUALITY SUBSTRINGS
== {attributeSyntax 5}

numericStringSyntax ATTRIBUTE-SYNTAX
NumericString
MATCHES FOR EQUALITY SUBSTRINGS
== (attributeSyntax 6)

caselgnoreListSyntax ATTRIBUTE-SYNTAX
SEQUENCE OF
CHOICE (T61String, PrintableString}
MATCHES FOR EQUALITY SUBSTRINGS
. == {attributeSyntax 7}

booleanSyntax ATTRIBUTE-SYNTAX
BOOLEAN
MATCHES FOR EQUALITY
== (attributeSyntax 8)
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integerSyntax ATTRIBUTE-SYNTAX
INTEGER
MATCHES FOR EQUALITY ORDERING
== {attributeSyntax 9}

octetStringSyntax ATTRIBUTE-SYNTAX
OCTET STRING A
MATCHES FOR EQUALITY SUBSTRINGS ORDERING
== {attributeSyntax 10}

uTCTimeSyntax ATTRIBUTE-SYNTAX
UTCTime
MATCHES FOR EQUALITY ORDERING
== {attributeSyntax 11}

telephoneNumberSyntax ATTRIBUTE-SYNTAX
PrintableString
(SIZE(1..ub-telephone-number))
MATCHES FOR EQUALITY SUBSTRINGS
== {attributeSyntax 12}

B galll
(X 520 fuasill)
& sl csaill plil el yd 3 saall ST IRIRY
1.3.6 ($Ys)Boolean B 2.1.5 (g gudsl slaiuadl auu¥l) *Aliased Object Name A

4.11.5 daliull ¢ i) La318) Authority Revocation List

1.2.6  (oballla33G duudis) Case Exact String C
526 (ebabll Jalas k) Case Exact List 3.5.5
2.2.6 (wlabll Jalas dudi) Case Ignore String

(JLe¥! Li) Business Category B

3.11.5 (3oLt Hlacal Ualiu3ulgat) CA Certificate’ C

2.1.6 (520k! pou¥l)*Distinguished Name D  5.11.5 (elolgtil £ 1)) L3 G) Certificate Revocation List

1.2.5 (il peul) Common Name
2.3.6 (paswall)Integer I 1.3.5 ' (4L puf) Country Name
' 6.11.5 (pholiio @lslgs .93) Cross Certificate Pair
4.2.6 (Qad,) | Ueakeadl) Numeric String N _ v

1.5.5 (—iasll) Description D
3.1.6  (g.gasll Liga Ciyas) *Object Identifier O 8.7.5 (sadll I ,&3L0) Destination Indicator
2.3.6 (g.9astl Louls) Object String

3.2.6  (iclkll G duldl) Printable String P

4.7.5  (Shl isla o3 ,)Facsimile Telephone Number F

6.7.5 ‘ QJ !l 3,11} International ISDN Number I
5.3.6 (slgll p3,) Telephone Number T (ISDN <.l
3.1.5 (4G,2t! @laylaa) Knowledge Information K
43.6  (UTC guall Mall cudgill) UTCTime U ) ‘
1.1.6 (42 ,u) Undefined 235 (i.l:.llr.wl) Locality Name L
1.10.5 (s2all) Member M
1.1.5 (¢ 35541 a) “Object Class O
1.4.5 aiill auul) Organization Name

2.4.5 (Gashaiill saayll ‘;..I) Organizational Unit Name

2.10.5

(«BWt) Owner

ey il e *
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3 yaall

4.6.5 (‘_;..\Lll paleasll (3 aal). Physxcal Delivery Name
3.6.5 (w54l 3Ka 3 piun) Post Office Box
1.6.5 (ss25l! Sl giall) Postal Address
2.6.5 (L1 3,3481) Postal Code
1.8.5 (Weail) aulisl Gy ,L) Preferred Delivery Method
1.9.5 (pasiall ol ge) Presentation Address
7.7.5 (Jacadl ;,L,sdl) Registered Address

3.10.5 (ass!! J& L) Role Occupant
2.55 (aall sz, )e) Search Guide

4.10.5 (Lasi Hkil) See Also
3.2.5 (Jealuasd! Hv‘”) Serial Number
335 (Ladalall oj LYol auul) State or Province Name
4.3.5 g oLall 5l gic) Street Address
2.9.5 (pyeal! Babkill 5Lus) Supported Application Context
2.2.5 (Wlatt ) Surname
1.7.5 (isled! p3,) Telephone Number
3.7.5 (,uSaill Gl lal L ggdt iyan) Teletex Terminal Identifier
2.7.5 (U.S.L'J | o )) Telex Number
3.45 (-._mlll)Tltle

2.11.5 (Jaricud! S..\lg..:.) User Certificate

1.11.5 (Jaricul! yuu LaK) User Password
5.7.5 (X-121 5lgiall) X.121 Address
C gall

(X.520 Luayilly)
Laladt 3 guaall

- Lagill e kya Galll fia i

UpperBounds  {joint-ISO-CCITT ds(5) modules(1)

upperBounds(10)}

DEFINITIONS ::=
BEGIN

-- Exports everything ——
ub-answerback
ub-common-name
ub-surname
ub-serial-number
ub-locality-name
ub-state-name
ub-street-address
ub—orga_nidtion-name
ub—organiiaﬁonal—unit—name

ub-title

INTEGER := 8
INTEGER := 64
INTEGER :z= 64
INTEGER := 64
INTEGER := 128
INTEGER := 128
INTEGER z= 128
INTEGER :z= 64
INTEGER := 64

INTEGER :== 64
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ub-description

' ub-business-category

ub-postal-line
ub-postal-string
ub-postal-code

“ub-post-office-box

ub-physical-office-name

' ub-telex-number

END

legaagll ol = ol - Lagaill Ll sl Jreasidll,— claglall Lptlas Lakil — SO 9594-7 lualkly X.521 Lasill ]

ub-country-code
ub—tgletex—terminal—id

ub-telephone-number

» ‘ub-x121-address

ub-international-isdn-number
ub-destination-indicator

ub-user-password

INTEGER := 1024
iN’I‘EGER == 128
INTEGER :=
INTEGER := 30

" INTEGER := 40

INTEGER ::
INTEGER := 128
INTEGER := 14
INTEGER :=
INTEGER := 24
INTEGER := 32
INTEGER := 15
INTEGER := 16
INTEGER := 128
INTEGER := 128

]
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telecommunicationAttributeSet ATTRIBUTE-SET
CONTAINS {

facsimileTelephoneNumber,
iSDNAddress,
telephoneNumber,
teletexTerminalldentifier,
telexNumber, X121Address,
preferredDeliveryMethod,
destinationIndicator,
registeredAddress)
== (attributeSet 0} '

Ll cpaill & gane 2.5

¢ gl il it dim Lol cipaill i a3 b cigaill o Tegan oa i

postalAttributeSet ATTRIBUTE-SET
CONTAINS {
physicalDeliveryOfficeName,
postalAddress, '
postalCode,
postOfficeBox,
streetAddress)
== {attributeSet 1} .
&L puad cipai dggane 3.5

e UVl Joa (e dandl G0, 2Y Layls Yieatoo! Wnaioall cypaill cijal b cygadll (o deganlloda il
- E3age puage

localeAttributeSet ATTRIBUTE-SET
CONTAINS {
localityName,
stateOrProvinceName,
streetAddress}

== (attributeSet 2} i g G us
 Loalal Bang of i Bule (gSbimy o s 1 gl i o3 b cigaill o Teggand |.;u§ ais

organizationalAttributeSet ATTRIBUTE-SET

CONTAINS {
description,
localeA ttributeSet,
postalAttributeSet,
telecommunicationA ttributeSet,
businessCategory,
seeAlso,
searchGuide,
userPassword)
== {attributeSet 3}
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country OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN {
countryName}
MAY CONTAIN {
‘ description,
.. searchGuide}
== {(objectClass 2}

dat/

- DIT 5 padl b ISU aasa3 b i Locality ad/ clagudsll B )
locality OBJECT-CLASS

'SUBCLASS OF top

MAY CONTAIN {
description,
localityName,
stateOrProvinceName,
searchGuide,
seeAlso,
streetAddress)

== {objectClass 3)

Organization asliiil/
. DIT 3 jautdl gjol...‘..lal:ll Jalis J._n..\a:ng.ﬂ Al ,a:..L.-.? olegsgdl Gi C)!
organization OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN {
organizationName)
MAY CONTAIN {(

organizational A ttributeSet)
== {objectClass 4}

Luasliislf 5ungl)

Leyd olanwdl S Jalse waas g 348 Organizational Unit Leasliiill suayll oleguagll 8 o) -

organizationalUnit OBJECT-CLASS
‘SUBCLASS OF top
MUST CONTAIN {
organizationalUnitName}
MAY CONTAIN ({
organizationalAttributeSet)
== {objectClass 5} ’
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person OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN {
commonName,
surname}
MAY CONTAIN {
description,
seeAlso,
telephoneNumber,
userPassword)
== {objectClass 6)

sl a b i 8.6

r@.‘-‘l ji hn]n.\: H.A.sssu_._. Lalid] Jia Jalis dadal 9_1 &di Organizational Person ole gl ol G [,! )
- Lslia (£, LS Gpialea
'organizationalPerson OBJECT-CLASS
SUBCLASS OF person
MAY CONTAIN {
localeAttributeSet,
organizationalUnitName,
postalAttributeSet,
telecommunicationAttributeSet,
title}
== {objectClass 7} _ -
pabiidl] i gy 9.6
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organizationalRole OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN {
commonName})
MAY CONTAIN {
description,
localeAttributeSet,
organizationalUnitName,
postalAttributeSet,
preferredDeliveryMethod,
roleOccupant,
seeAlso,
telecommunicationAttributeSet}
o= {ObjectClass 8} ‘L“"‘s‘)“} 10.6
A5 i laa (e L yo 5l Legane JiaS Jalsa Aiad b aliGrou 0 a es clegdgll Gi o)
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groupOfNames OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN {
commonName,
member)

MAY CONTAIN {
description,
organizationName,
organizationalUnitName,
owner,
seeAlso,
businessCategory)

== {(objectClass 9)

A paiat 11.6
. 9.5444 ¢ lad b Obls Ladds i Jalse waad b wil Residential Person olegdgll Ta )

residentialPerson OBJECT-CLASS

SUBCLASS OF person

MUST CONTAIN {
localityName)

MAY CONTAIN (
localeAttributeSet,
postalAttributeSet,
preferredDeliveryMethod,
telecommunicationA ttributeSet,
businessCategory)

== {objectClass 10)

Gl Dulac 12.6

aic A ‘33..153 Glae o . Gkl clilae fiaS Jilse wsas b i Applic‘ation Process clegpuayll i ) . .
- (X.200 Luagill ,kil) UAL‘;L;;...L:JM oo wloglall Tatlas di g g side pllal e

applicationProcess OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN {
commonName}

MAY CONTAIN ({
description,
localityName,
organizationalUnitName,
seeAlso)

== (objectClass 11}

Gubil/ 5L 13.6

dayl oye Gaabaill LS iy y . Gaadal LS Bas Jilie waad 4 il Application Entity ole gkl T )
. OSI Juasill dusulio Gaskss dalac

-applicationEntity OBJECT-CLASS

-SUBCLASS OF top

MUST CONTAIN {
commonName,
presentationAddress}

MAY CONTAIN {
description,
localityName,
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organizationName,

organizationalUnitName,

seeAlso,

supported ApplicationContext}
== {objectClass 12}

g iy commonName caill OP“ Gasdaill I._.laguc‘,,.hJ._J.a gydsaS “Babaill HUST fias 13) - daasle
ekl USI il IF R i
: DSA LSl 14.6

- X.501 Luagill b jyne DSA SLSy ) - DSA ISy fiss Jilua el b il DSA olegudpll G o)

dSA OBJECT-CLASS
SUBCLASS OF applicationEntity
MAY CONTAIN {
knowledgeIlnformation}
== {objectClass 13}
Slgatl 15.6

cJlai¥l e 0l s3be suaie 9o jlgall o) . 53gal Sias Jalua Sa3 b il Device ;.tc‘,..&\,ll Gyl
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device OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN {(
commonName)

MAY CONTAIN {
description,
localityName,
organizationName,
organizationalUnitName,
owner,
seeAlso,
serialNumber)

== {objectClass 14}

‘.‘]c;ﬂ‘,ﬁg‘)'._ﬁ'a}”o‘! l‘ﬁ&‘u,s:‘ui'r‘.“.“tﬁylgl‘- lsﬂ-ﬂ\,i)l-ullun:u: LA-iJJ‘it ;Ja.e‘smlél—m:n)b
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Labia Gl Guaalll g o)Ll legudge dasas (& i Strong Authentication User aleguaghl G )
 X.509 Luuasill i Basas o4

strongAuthenticationUser OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN (userCertifi icate}
== {objectClass 15)

solgtd) ) hanf Tl 17.6

¢ 8ol Hlaw) ollalS JM-\-u.u lepdga Jalis waaas (g il Certification Authority ole gagkl Ti ol
X509<......=\,Jlgau‘,ugn L\ﬁo

certificationAuthority OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN (
cACertificate,
certificateRevocationList,
authorityRevocationList }

MAY CONTAIN {crossCertifi lcatePalr)

== (objectClass 16)
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SelectedObjectClasses  {joint-ISO-CCITT ds(5) modules(1)
selectedObjectClasses(6)}

DEFINITIONS :=
BEGIN
—- exports everything

IMPORTS

objectClass, attributeSet, informationFramework, selectedAttributeTypes

FROM UsefulDefinitions {joint-iso-ccitt ds(5) modules(1) usefulDefinitions(0)}
OBJECT-CLASS,ATTRIBUTE-SET, Top, Alias

FROM InformationFramework informationFramework
authorityRevocationList, businessCategory, CACertificate, certificateRevocationList,
commonName, countryName, description, destinationIndicator, facsimileTelephoneNumber,
internationalISDNNumber, knowledgeInformation, localityName, member, organizationName,
organizationalUnitName, owner, physicalDeliveryOfficeName, postOfficeBox, postalAddress,
postalCode, preferredDeliveryMethod, presentationAddress, registeredAddress,
roleOccupant, searchGuide, seeAlso, serialNumber, stateOrProvinceName, streetAddress,
supportedApplicationContext, surname, telephoneNumber, teletexTerminalldentifier,
telexNumber, title, userCertificate, userPassword, x121 Address

FROM SelectedAttributeTypes selectedAttributeTypes;

telecommunicationAttributeSet ATTRIBUTE-SET

CONTAINS {

facsimileTelephoneNumber,

iSDNAddress,

telephoneNumber,

teletexTerminalldentifier,

telexNumber,

x121Address, preferredDeliveryMethod, destinationIndicator,

registered Address}

== (attributeSet 0}

postalAttributeSet ATTRIBUTE-SET
CONTAINS {
physicalDeliveryOfficeName,
postalAddress,
postalCode,
postOfficeBox,
streetAddress}
== {attributeSet 1}
localeAttributeSet ATTRIBUTE-SET
CONTAINS (
localityName,
stateOrProvinceName,
streetAddress}
== {attributeSet 2}
organizational AttributeSet ATTRIBUTE-SET
CONTAINS {
description,
localeA ttributeSet,
postalAttributeSet,
telecommunicationAttributeSet,
businessCategory,
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seeAlso,

searchGuide,
userPassword}
== {attributeSet 3}
top Top = {objectclass 0}
alias Alias == {objectClass 1}

country OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN ({
countryName}
MAY CONTAIN {
description,
searchGuide}
== {objectClass 2}

locality OBJECT-CLASS

SUBCLASS OF top

MAY CONTAIN {
description,
localityName,
stateOrProvinceName,
searchGuide,
seeAlso,
streetAddress}

== {objectClass 3}

organization OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN {
organizationName}
MAY CONTAIN {
organizationalAttributeSet}
== {objectClass 4}

organizationalUnit OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN {
organizationalUnitName}
MAY CONTAIN { A
organizationalAttributeSet}
== {objectClass 5}

person OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN {
commonName,
surname}
MAY CONTAIN {(
description,
seeAlso,
telephoneNumber,
userPassword}
== {objectClass 6}

organizationalPerson OBJECT-CLASS

SUBCLASS OF person

MAY CONTAIN {
localeAttributeSet,
organizationalUnitName,
postalAttributeSet,
telecommunicationAttributeSet,
title)

== {objectClass 7)
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organizationalRole OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN {
commonName}

MAY CONTAIN {
description,
localeAttributeSet,
organizationalUnitName,
postalAttributeSet,
preferredDeliveryMethod,
roleOccupant,
seeAlso,
telecommunicationAttributeSet}

== {objectClass 8)

groupOfNames OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN (
commonName,
member}

MAY CONTAIN (
description,
organizationName,
organizationalUnitName,
owner,
seeAlso,
businessCategory}

- == {objectClass 9)

residentialPerson OBJECT-CLASS

SUBCLASS OF person

MUST CONTAIN (
localityName)

MAY CONTAIN {
localeAttributeSet,
postalAttributeSet,
preferredDeliveryMethod,
telecommunicationAttributeSet,
businessCategory}

== {objectClass 10}

applicationProcess OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN {
commonName)

MAY CONTAIN {
description,
localityName,
organizationalUnitName,
seeAlso}

== {objectClass 11}

applicationEntity OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN {
commonName,
presentationAddress}

MAY CONTAIN {
description,
localityName,
organizationName,
organizationalUnitName,
seeAlso,
supportedApplicationContext)

== {objectClass 12}
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dSA OBJECT-CLASS
SUBCLASS OF applicationEntity
MAY CONTAIN {
knowledgeInformation}
== {objectClass 13}

device OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN (
commonName}

MAY CONTAIN (
description,
localityName,
organizationName,
organizationalUnitName,
owner,
seeAlso,
serialNumber})

== {objectClass 14}

strongAuthenticationUser OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN (
userCertificate)
== {objectClass 15}

certificationAuthority OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN (
cACertificate,
certificateRevocationList,
authorityRevocationList})

MAY CONTAIN {
crossCertificatePair)

== {objectClass 16}

END
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Auribute

Directory System Agent (DSA)
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